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1 What Is APM

O&M Challenges
In the cloud era, applications in the microservice architecture are increasingly
diversified, bringing many application exceptions. Application O&M faces the
following challenges:

● Distributed applications have complex relationships. As a result, it is hard to
ensure normal application running, and quickly locate faults and performance
bottlenecks.

● Users choose to leave due to poor experience. If O&M personnel cannot
detect and trace services with poor experience in real time, or diagnose
application exceptions in a timely manner, user experience will be greatly
affected.

● There are a large number of widely distributed applications in the service
system. Calls across systems, regions, and applications are frequent.
Enterprises urgently need to reduce application management and O&M costs
and improve O&M efficiency.

Introduction to APM
Huawei Cloud Application Performance Management (APM) helps O&M
personnel quickly identify application performance bottlenecks and locate root
causes of faults, ensuring user experience.

You only need to install Agents for applications so that APM can monitor them in
an all-round manner. APM can quickly locate error APIs and slow APIs, reproduce
calling parameters, and detect system bottlenecks, facilitating online diagnosis.
Currently, APM supports Java applications. The following table lists the application
monitoring capabilities of APM.
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Table 1-1 APM monitoring capabilities

Capability Description

Non-intrusive
collection of
application
performance data

You do not need to modify application code. Instead, you
only need to deploy an APM Agent package and modify
application startup parameters to monitor applications.

Application metric
monitoring

APM automatically monitors application metrics, such as
JVM, JavaMethod, URL, Exception, Tomcat, HttpClient,
MySQL, Redis, and Kafka.

Application
topology

APM automatically generates call relationships between
distributed applications based on dynamic analysis and
intelligent computing of remote procedure call (RPC)
information.

Tracing After multiple applications are connected to APM, APM
automatically samples requests, and collects the call
relationships between services and the health status of
intermediate calls for automatic tracing.

Metric drill-down
analysis

APM enables you to drill down and analyze metrics such as
application response time, number of requests, and error
rate, and view metrics by application, component,
environment, database, middleware, or other dimensions.

Error or slow URL
tracing

APM identifies error or slow URLs based on URL tracing,
and automatically associates them with corresponding APIs,
such as SQL and MQ APIs.

 

1. Access to APM: Applications need to implement AK/SK authentication to
connect to APM.

2. O&M data collection: APM can collect data about applications, basic
resources, and user experience from Agents in non-intrusive mode.

3. Service implementation: APM supports application metric monitoring,
application topology, tracing, and intelligent alarm reporting.

4. Service expansion:
– You can quickly diagnose application performance exceptions based on

the application topology and tracing of APM, and make judgments based
on the application O&M metrics of Application Operations Management
(AOM).

– After identifying performance bottlenecks, you can use CodeArts PerfTest
to implement association analysis and generate performance reports.

– Based on the historical metric data learned using intelligent algorithms,
APM associates metrics for analysis from multiple dimensions, extracts
the context data of both normal and abnormal services for comparison,
and locates root causes through cluster analysis.
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Advantages

Connects to applications without having to modify code, and collects data in a
non-intrusive mode.

● APM Agents collect service call, service inventory, and call KPI data.

Delivers high throughput (hundreds of millions of API calls), ensuring premium
experience.

Provides open APIs to query O&M data, offers collection standards, and supports
independent development.

Reports alarms using Artificial Intelligence (AI) threshold detection and machine
learning based on historical baseline data, and supports root cause analysis.
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2 Functions

APM manages cloud application performance and provides application metric
monitoring, tracing, application topology, URL tracing analysis, and intelligent
alarm reporting.

Application Metric Monitoring

This function enables you to monitor the overall health status of applications.
APM Agents collect metrics of JVM, GC, service calls, exceptions, external calls,
database access, and middleware of Java applications, helping you monitor
application running.

Tracing

APM comprehensively monitors calls and displays service execution traces and
statuses, helping you quickly locate performance bottlenecks and faults.

● In the displayed trace list, click the target trace to view its basic information.

● On the trace details page, you can view the trace's complete information,
including the local method stack and remote call relationships.

Application Topology

There are two types of application topologies:

● Single-component topology: topology of a single component under a certain
environment. You can also view the call relationships of direct and indirect
upstream and downstream components.

● Global application topology: topology of some or all components under an
application.

The topology displays the call relationships between services within a period. The
statistics can be collected from the caller or the callee. You can also view the
trend. On the topology, you can view the call relationships between services and
check whether the calls between services are normal to quickly locate faults. The
application relationships, call data (service and instance metrics), and health
status are clearly displayed.
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URL Tracing
If you need to find out the call relationships of an important application (for
example, calling an e-commerce system's API to create orders), use URL tracing
analysis. In APM, URL tracing consumes a large number of resources. Therefore, an
entry URL will not be added for tracing by default. However, you can set that if
necessary. APM has a limit on the total number of URLs added for tracing. It
focuses on tracing the downstream calls for the APIs that are added for tracing.
Through URL tracing, you can monitor the call relationships between important
APIs and downstream services, and detect problems more precisely.

Resource Tag Management
You can tag resources under your account for classification.

Tag Management
You can add tags for different environments and applications for easy
management.

Intelligent Alarm Reporting
When an application connected to APM meets a preset alarm condition, an alarm
is triggered and reported. In this way, you can quickly learn about service
exceptions and rectify faults to prevent loss.

APM allows you to configure alarm templates. You can create multiple alarm
policies under a template and bind them to nodes.

For intelligent alarm reporting, application alarms can be sent to specified
terminals by SMS, function, or email.

Agent Management
You can view the deployment and running statuses of the Agents that are
connected to APM, and to stop, start, or delete them.

Configuration Management
Configuration Management consists of Collection Center and Data Masking.

● Collection Center: displays collectors in a centralized manner. You can view
and manage various collectors, metrics, and collection parameters supported
by APM.

● Data Masking: You can set data masking policies. The data reported using
APM 2.0 APIs will be masked based on the policies you set.

System Management
System Management consists of Access Keys, General Configuration, and
Agent Count.

● Access Keys: Access Key ID (AK) and Secret Access Key (SK) are your long-
term identity credentials. JavaAgents report data with an AK. An AK is used
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together with an SK to sign requests cryptographically, ensuring that the
requests are secret, complete, and correct.

● General Configuration: You can set the maximum number of rows for data
collection, set the slow request threshold, and specify whether to stop
collecting data through bytecode instrumentation.

● Agent Count: APM can count the Agents used by tenants. You can view the
number of Agents by time, region, or Agent type.
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3 Application Scenarios

APM is widely used. The following lists some typical scenarios.

Diagnosis of Application Exceptions
Pain Points

In the distributed microservice architecture, enterprises can develop diverse
applications efficiently, but face great challenges in traditional O&M and
diagnosis. An e-commerce application may face the following problems:

● Difficult fault locating
After receiving the feedback from customers, customer service personnel
submit problems to technical personnel for troubleshooting. In the distributed
microservice architecture, a request usually undergoes multiple services/nodes
before a result is returned. If a fault occurs, O&M personnel need to
repeatedly view logs on multiple hosts to locate the fault. Even for simple
problems, troubleshooting requires cooperation from multiple teams.

● Difficult architecture sort-out
When service logic becomes complex, it is difficult to find out the downstream
services (databases, HTTP APIs, and caches) that an application depends on,
and external services that depend on the application from the code
perspective. It is also difficult to sort out the service logic, manage the
architecture, and plan capacities. For example, enterprises are hard to
determine the number of hosts required for online promotion activities.

Service Implementation

APM can diagnose exceptions in large distributed applications. When an
application breaks down or a request fails, you can locate faults in minutes
through topologies and drill-downs.

● Visible topology: Abnormal application instances can be automatically
discovered on the topology.

● Tracing: You can locate root causes in code through drill-downs after
identifying abnormal applications.

● SQL analysis: APM displays graphs of key metrics (such as number of SQL
statement calls, latency, and number of errors), and supports analysis of
database performance problems caused by abnormal SQL statements.

Application Performance Management
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User Experience Management
Pain Points

In the Internet era where user experience is of crucial importance, you cannot
obtain user access information even if backend services run stably. It is much more
difficult to locate frontend problems that occur occasionally. After a system goes
online, if users cannot access the system due to errors and APM fails to obtain the
information in time, lots of users will choose to leave. If users report page
problems, how can APM reproduce the problems immediately? How can error
details be obtained for fast troubleshooting?

Service Implementation

APM analyzes the complete process (user request > server > database > server >
user request) of application transactions in real time, enabling you to monitor
comprehensive user experience in real time. For transactions with poor user
experience, locate problems through topologies and tracing.

● Application KPI analysis: KPIs such as throughput, latency, and call success
rate are displayed, so that you can monitor user experience easily.

● Full-link performance tracing: Web services, caches, and databases are traced,
so that you can detect performance bottlenecks quickly.

Intelligent Diagnosis
Pain Points

Massive services bring abundant but unassociated application O&M data,
including hundreds of monitoring metrics, KPI data, and tracing data. How can
metric and alarm data be associated for analysis from the application, component,
or URL tracing perspective? How can possible causes be provided for exceptions
based on the historical data and O&M experience library?

Service Implementation

APM supports automatic detection of faults using machine learning algorithms,
and intelligent diagnosis. When an exception is found during URL tracing, APM
learns historical metric data based on intelligent algorithms, associates exception
metrics for multi-dimensional analysis, extracts characteristics of context data
(such as resources, parameters, and call structures) for both normal and abnormal
services, and locate root causes through cluster analysis.
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4 Basic Concepts

Application Topology
A topology graphically displays call and dependency relationships between
applications. It is composed of circles, lines with arrows, and resources. Each line
with an arrow represents a call relationship. The number of requests, average
response time, and the number of errors are displayed above the line. Different
colors indicate different RT ranges, helping you quickly detect and locate faults.

NO TE

● Database: When the database call time is greater than or equal to 100 ms, the value
turns yellow. When this time is greater than or equal to 200 ms, the value turns red.

● Cache: When the cache call time is greater than or equal to 10 ms, the value turns
yellow. When this time is greater than or equal to 30 ms, the value turns red.

● Other API calls: When the API call time is greater than or equal to 500 ms, the value
turns yellow. When this time is greater than or equal to 1000 ms, the value turns red.

● If the number of errors is greater than 0, the value turns red.

Figure 4-1 Application topology
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Tracing
By tracing and recording application calls, APM displays the execution traces and
statuses of application requests in systems, so that you can quickly locate
performance bottlenecks and faults.

APM Agent
APM Agents use bytecode enhancement technology to collect application
performance data in real time. They run on the server where applications are
deployed. For details about data collection and usage, see APM Service
Agreement. Before using APM, ensure that APM Agents have been installed.

URL Tracing
URL tracing is to trace the call relationship of an application. For example, the
complete process of calling an e-commerce system's API to create orders is "user
request > web server > database > web server > user request."

If a URL is added for tracing, APM will focus on tracing its downstream calls.
Through URL tracing, you can monitor the call relationships between important
APIs and downstream services, and detect problems more precisely.

Apdex
Apdex is an open standard developed by the Apdex alliance. It defines a standard
method to measure application performance. The Apdex standard converts the
application response time into user satisfaction with application performance in
the range of 0 to 1.

● Apdex principle

Apdex defines the threshold "T" for application response time. "T" is determined
based on performance expectations. Based on the actual response time and "T",
user experience can be categorized as follows:

Satisfied: indicates that the actual response time is shorter than or equal to "T".
For example, if "T" is 1.5s and the actual response time is 1s, user experience is
satisfied.

Tolerable: indicates that the actual response time is greater than "T", but shorter
than or equal to "4T". For example, if "T" is 1s, the tolerable upper threshold for
the response time is 4s.

Frustrated: indicates that the actual response time is greater than "4T".

● Apdex calculation
In APM, the Apdex threshold is the maximum response time that makes users
satisfied. The application response latency is the service latency. The Apdex
value ranges from 0 to 1 and is calculated as follows:
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Apdex = (Number of satisfied samples + Number of tolerable samples x 0.5)/
Total number of samples

CMDB
Configuration Management Database (CMDB) structures and displays application
resource configuration, so that you can better monitor and manage applications. It
consists of:

● Application (global concept): refers to a logical unit. You can view the same
application information in all regions. For example, an independent functional
module under an account can be regarded as an application.

● Sub-application (global concept): similar to a folder. You can create up to
three layers of sub-applications under an application.

● Component (global concept): refers to a program or microservice. It is
generally used together with environments. A component can contain one or
more environments. For example, an order app can be deployed in the
function test environment, pressure test environment, pre-release
environment, or live network environment.

● Environment: Components or programs with different configurations are
deployed in different environments. Each environment has its own region
attribute. You can filter environments by region. You can also add one or more
tags to an environment and filter environments by tag.

● Instance: refers to a process in an environment. It is named in the format of
"host name+IP address+instance name." An environment is usually deployed
on different hosts or containers. If an environment is deployed on one host,
differentiation by instance is supported.

● Environment tag: an attribute for filtering environments. Different
environments may have the same tag. Tags carry public configuration
capabilities. For example, the configuration set on a tag can be shared by the
environments with the same tag. Tags defined for environments of one
application cannot be applied to other applications.
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5 Edition Differences

APM provides basic and enterprise editions and supports interconnection with Java
applications. The following table lists the functions supported by each edition.

Edition Free Enterprise

Description Free of charge. Up to 10
Agents can be connected.
Reactivate them every 15 days.

All functions are open.

Data storage
duration

7 days 30 days

Application topology √ √

Tracing √ √

Cross-region tracing √ √

Metric monitoring √ √

URL tracing analysis √ √

Alarm √ √

CMDB √ √

Note: √ indicates supported, and x indicates not supported.

 

NO TE

The enterprise edition cannot be downgraded back to the free edition (basic edition).

Application Performance Management
Service Overview 5 Edition Differences

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 12



6 Permissions Management

If you need to assign different permissions to employees in your enterprise to
access your APM resources, Identity and Access Management (IAM) is a good
choice for fine-grained permissions management. IAM provides identity
authentication, permissions management, and access control, helping you secure
access to your cloud resources.

With IAM, you can use your Huawei Cloud account to create IAM users for your
employees, and assign permissions to the users to control their access to specific
resources. For example, some software developers in your enterprise need to use
APM resources but cannot delete them or perform any high-risk operations. To
achieve this result, you can create IAM users for the software developers and grant
them only the permissions required for using APM resources.

If your Huawei Cloud account does not need individual IAM users for permissions
management, you may skip over this chapter.

IAM can be used free of charge. You pay only for the resources in your account.
For more information about IAM, see IAM Service Overview.

APM Permissions
By default, new IAM users do not have any permissions assigned. You need to add
a user to one or more groups, and assign permissions policies or roles to these
groups. The user then inherits permissions from the groups it is a member of. This
process is called authorization. After authorization, the user can perform specified
operations on APM.

APM is a global service. By default, the APM permissions granted to a user take
effect in all regions supported by APM. APM resources are isolated by tenant. All
users under a tenant share resources. To isolate resources, use enterprise projects.

APM is a global service and can be accessed without specifying a physical region.
During authorization, choose Enterprise > Project Management to set
permissions.

Table 6-1 lists all the system permissions supported by APM.
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Table 6-1 System permissions supported by APM

Role Description Category

APM FullAccess Full permissions for APM System-defined
policy

APM
ReadOnlyAccess

Read-only permissions for APM System-defined
policy

 

Table 6-2 lists the common operations supported by each system-defined policy
or role of APM. Choose policies or roles as required.

Table 6-2 Common operations supported by each system-defined policy or role of
APM

Operation APM FullAccess APM ReadOnlyAccess

Querying the alarm list √ √

Querying alarm details √ √

Querying alarm
notification details

√ √

Obtaining application
configuration

√ √

Creating application
configuration

√ x

Deleting application
configuration

√ x

Modifying application
configuration

√ x

Querying a tag √ √

Adding a tag √ x

Deleting a tag √ x

Modifying a tag √ x

Querying a resource tag √ √

Adding a resource tag √ x

Deleting a resource tag √ x

Modifying a resource tag √ x

Querying an alarm
template

√ √
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Operation APM FullAccess APM ReadOnlyAccess

Adding an alarm
template

√ x

Deleting an alarm
template

√ x

Modifying an alarm
template

√ x

Obtaining a notification √ √

Deleting a notification √ x

Adding a notification √ x

Modifying a notification √ x

Obtaining URL tracing
configuration

√ √

Deleting URL tracing
configuration

√ x

Adding a URL for tracing √ x

Modifying URL tracing
configuration

√ x

Querying a URL tracing
view

√ √

Obtaining the URL
tracing list

√ √

Obtaining the global
topology

√ √

Querying a sub-
application

√ √

Querying environment
configuration

√ √

Adding environment
configuration

√ x

Deleting environment
configuration

√ x

Modifying environment
configuration

√ x

Obtaining an instance √ √

Deleting an instance √ x

Modifying an instance √ x
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Operation APM FullAccess APM ReadOnlyAccess

Querying a monitoring
item

√ √

Modifying a monitoring
item

√ x

Obtaining collection
status

√ √

Obtaining a custom
alarm policy

√ √

Deleting a custom alarm
policy

√ x

Modifying a custom
alarm policy

√ x

Creating a custom alarm
policy

√ x

Obtaining the
environment topology

√ √

Obtaining a metric view √ √

Obtaining the trace list √ √

Obtaining trace details √ √

Obtaining collector
information

√ √

Obtaining an access key √ √

Modifying an access key √ x

Deleting an access key √ x

Adding an access key √ x

Obtaining general
configuration

√ √

Modifying general
configuration

√ x

Querying Agent statistics √ √
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7 Metric Overview

A metric describes resource performance data or status. It consists of the metric
type, name, and description, data type, and default aggregation mode.

NO TE

For the default aggregation mode, LAST indicates the value of the latest metric collected.
SUM indicates the sum of collected metrics. MAX indicates the maximum value of collected
metrics. AVG indicates the average value of collected metrics.

7.1 Exception
This section describes the types, names, and meanings of exception metrics
collected by APM.

Table 7-1 Exception collection parameters

Paramet
er

Data
Type

Appli
catio
n
Type

Defa
ult
Valu
e

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Determin
e Trace
Exception
upon Log
Error
Detectio
n

radio JAVA true 2.0.0 - Whether to
mark a trace
as abnormal
after a log
error is
collected.

Print
Trace ID
or Not

radio JAVA false 2.3.19 - Whether to
add trace IDs
during log
printing.
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Table 7-2 Exception metric description

Categ
ory

Metric Na
me

Description Unit Data
Type

Default
Aggreg
ation
Mode

Excep
tion
logs
(exce
ption:
statist
ics
about
all
excep
tion
logs)

classNam
e

Exce
ptio
n
Clas
s

Exception class - ENUM LAST

exception
Type

Exce
ptio
n
Type

Exception type - ENUM LAST

logType Log
Type

Exception log type - ENUM LAST

count Cou
nt

Number of times
that an exception
has occurred

- INT SUM

message Exce
ptio
n
Mes
sage

Message returned
when the exception
has occurred

- STRING LAST

stackTrac
e

Exce
ptio
n
Stac
k

Exception stack - CLOB LAST

errorTrace
Id

Erro
r
Trac
e ID

ID of the trace that
encounters an error
in a collection
period

- STRING LAST
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Categ
ory

Metric Na
me

Description Unit Data
Type

Default
Aggreg
ation
Mode

Log
versio
n
(logV
ersion
:
packa
ge
versio
n of
the
log
comp
onent
)

logType Log
Type

Log type - ENUM LAST

version Log
Vers
ion

Log version - STRING LAST

 

7.2 Basic Monitoring
APM collects basic metrics, covering GC, JavaMethod, JVM, JVMInfo, Netty
memory, and threads. This section describes the types, names, and meanings of
basic metrics collected by APM.

7.2.1 GC Monitoring
This section describes the types, names, and meanings of GC metrics collected by
APM.

Table 7-3 GC metrics

Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

GC
statistics
(gc)

fullGCCoun
t

Full GC
Times

Number of
full GC times
in a
collection
period

- INT SUM

fullGCCoun
tTotal

Total
Full GC
Times

Total number
of full GC
times

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

fullGCTime Full GC
Time

Full GC
duration in a
collection
period

ms INT SUM

fullGCTime
Total

Total
Full GC
Time

Total full GC
duration

ms INT SUM

fullGCMBe
anName

Full GC
Recycler

Name of the
full GC
recycler

- STRIN
G

LAST

youngGCCo
unt

Young
GC
Times

Number of
young GC
times in a
collection
period

- INT SUM

youngGCCo
untTotal

Total
Young
GC
Times

Total number
of young GC
times

- INT SUM

youngGCTi
me

Young
GC Time

Young GC
duration in a
collection
period

ms INT SUM

youngGCTi
meTotal

Total
Young
GC Time

Total young
GC duration

ms INT SUM

youngGCM
BeanName

Young
GC
Recycler

Name of the
young GC
recycler

- STRIN
G

LAST

GC details
(gcdetail)

action GC Type GC type,
which can be
major or
minor

- ENUM LAST

cause GC
Cause

GC cause - ENUM LAST

name GC
Name

GC collector
name

- STRIN
G

LAST

count Count Number of
times that GC
has occurred

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

totalTime GC Time GC duration ms INT SUM

maxTime Max. GC
Time

Time
consumed by
the slowest
GC

ms INT MAX

detail GC
Details

Details about
the slowest
GC

- CLOB LAST

 

7.2.2 JavaMethod
This section describes the types, names, and meanings of JavaMethod metrics
collected by APM.

Table 7-4 JavaMethod collection parameter

Param
eter

Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Metho
d
Interce
ption
Config
uration

obj_arr
ay

JAVA - 2.0.0 - Specify
methods to
intercept.
Use commas
(,) to
separate
methods. If
this
parameter is
left blank, all
public
methods will
be
intercepted
by default.
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Table 7-5 JavaMethod metrics

Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

Java
method
(method:
Method
call
statistics
are
collected
based on
the
configured
Java
method
names.)

class Class Class - ENUM LAST

method Metho
d

Method - ENUM LAST

concurre
ntMax

Max.
Concur
rency

Maximum
concurrency of
the method

- INT MAX

errorCou
nt

Errors Number of times
that the method
fails to be called

- INT SUM

invokeCo
unt

Calls Number of times
that the method
is called

- INT SUM

lastError Error
Messag
e

Error information
of the method

- STRIN
G

LAST

maxTime Max.
RT

Maximum
response time of
the method

ms INT MAX

range1 0–10
ms

Number of
requests with 0–
10 ms response
time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with 1–
10s response
time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

range6 > 10s Number of
requests with
response time
longer than 10s

- INT SUM

runningC
ount

Ongoin
g
Executi
ons

Number of
executions of the
method at the
time of collection

- INT SUM

totalTim
e

Total
RT

Total response
time of the
method

ms INT SUM

 

7.2.3 JVM Monitoring
This section describes the types, names, and meanings of JVM metrics collected by
APM.

Table 7-6 Collection parameters for JVM monitoring

Paramet
er

Data
Type

Appli
catio
n
Type

Defau
lt

Supported
Start Agent
Version

Supported
End Agent
Version

Descrip
tion

Trace
Stack
Collectio
n
Threshol
d

integer JAVA 0 2.0.4 - Stacks
will be
automa
tically
printed
when
the
request
latency
exceeds
the
threshol
d.
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Table 7-7 JVM monitoring metrics

Category Metric Name Description Uni
t

Data
Type

Defaul
t
Aggre
gation
Mode

Class
loading
(classLoad
ing: JVM
class
loading
statistics)

loadedClassCou
nt

Loaded
Classes

Number of
loaded classes

- INT SUM

totalLoadedCla
ssCount

Total
Loaded
Classes

Total number
of loaded
classes

- INT SUM

unloadedClassC
ount

Unloade
d
Classes

Number of
unloaded
classes

- INT SUM

Compilatio
n
(compile:
JVM class
compilatio
n time
statistics)

compilationTim
e

Compila
tion
Time

Compilation
time in a
collection
period

ms INT SUM

totalCompilatio
nTime

Total
Compila
tion
Time

Total
compilation
time

ms INT SUM

CPU (CPU:
CPU usage
statistics
of JVM
processes)

cpuRatio CPU
Usage

CPU usage of
the Java
process

% DOU
BLE

AVG

cpuRatioMax Max.
CPU
Usage

Maximum
CPU usage of
the Java
process

% DOU
BLE

MAX

cpuTimeInterva
l

CPU
Time

CPU time of
the Java
process in the
collection
interval

ns INT SUM

processorCount Processo
rs

Number of
processors

- INT SUM

systemTimeInte
rval

Collectio
n
Interval

Collection
interval

ns INT SUM

totalCpuTime Total
CPU
Time

Total CPU
time

ns INT SUM
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Category Metric Name Description Uni
t

Data
Type

Defaul
t
Aggre
gation
Mode

Memory
(memory:
JVM
memory
statistics)

directMemoryU
sage

Direct
Memory

Used direct
memory

M INT AVG

directMemoryC
apacity

Direct
Memory
Capacity

Total direct
memory
capacity

M INT AVG

heapMemoryUs
age

Heap
Memory

Used heap
memory

M INT AVG

nonHeapMemo
ryUsage

Non-
Heap
Memory

Used non-
heap memory

M INT AVG

objectPendingFi
nalizationCount

Objects
Being
Recycled

Number of
objects that
are being
recycled at
the time of
collection

- INT SUM

Memory
pool
(memoryP
ool:
statistics
collected
by JVM
memory
pool)

committed Availabl
e
Memory

Available
memory

M INT SUM

init Initialize
d
Memory

Initialized
memory

M INT SUM

max Max.
Memory

Maximum
memory

M INT SUM

name Memory
Pool
Name

Memory pool
name

- ENU
M

LAST

used Used
Memory

Used memory M INT SUM

Thread
(thread:
JVM
thread
statistics)

currentThreadC
puTime

Thread
CPU
Time

CPU time of
the current
thread

- INT SUM

currentThreadU
serTime

Thread
User
Time

User time of
the current
thread

- INT SUM

daemonThread
Count

Daemon
Threads

Number of
daemon
threads

- INT SUM
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Category Metric Name Description Uni
t

Data
Type

Defaul
t
Aggre
gation
Mode

deadlockedThre
adsCount

Deadloc
k
Threads

Number of
deadlock
threads

- INT SUM

monitorDeadlo
ckedThreads

Current
Deadloc
k
Threads

ID list of
current
deadlock
threads

- INT SUM

peakThreadCou
nt

Max.
Threads
Execute
d

Maximum
number of
threads
executed

- INT SUM

threadCount Current
Threads

Number of
current
threads

- INT SUM

totalStartedThr
eadCount

Total
Threads

Total number
of threads
that are
started since
the Java
process is
started

- INT SUM

newThreadCou
nt

Initial
Threads

Number of
threads in the
initial state

- INT SUM

runnableThread
Count

Running
Threads

Number of
running
threads

- INT SUM

blockedThread
Count

Blocked
Threads

Number of
blocked
threads

- INT SUM

waitingThreadC
ount

Pending
Threads

Number of
pending
threads

- INT SUM

timedWaitingT
hreadCount

Timed-
out
Threads

Number of
threads that
timed out

- INT SUM

terminatedThre
adCount

Termina
ted
Threads

Number of
terminated
threads

- INT SUM
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7.2.4 JVMInfo
This section describes the types, names, and meanings of JVMInfo metrics
collected by APM.

Table 7-8 JVMInfo metrics

Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggreg
ation
Mode

Basic JVM
informatio
n (info:
JVM and
JavaAgent
basic
informatio
n)

arch CPU
Architect
ure

CPU
architectur
e

- STRIN
G

LAST

availablePro
cessors

Processor
s

Number of
processors

- INT LAST

classPath Class
Path

Class path - STRIN
G

LAST

fileEncode File Code JVM file
code

- STRIN
G

LAST

inputArgum
ents

Input
Argumen
ts

JVM
startup
parameters

- STRIN
G

LAST

javaCollector
Version

Collector
Version

Collector
version

- STRIN
G

LAST

javaHome Java
Home
Path

Java home
path

- STRIN
G

LAST

javaLibraryP
ath

Class
Library
Path

Java class
library path

- STRIN
G

LAST

javaSpecifica
tionVersion

Specificat
ion
Version

Java
specificatio
n version

- STRIN
G

LAST

javaVersion Version Java
version

- STRIN
G

LAST

jvm Mode Mode - STRIN
G

LAST

name Name Server and
process
names

- STRIN
G

LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggreg
ation
Mode

osName OS Name OS name - STRIN
G

LAST

osVersion OS
Version

OS version - STRIN
G

LAST

pid Process
ID

Process ID - STRIN
G

LAST

sdkVersion SDK
Version

SDK
version

- STRIN
G

LAST

specName VM
Specificat
ion Name

Name of
the VM
specificatio
ns

- STRIN
G

LAST

specVendor VM
Specificat
ion
Vendor

Vendor
that
formulates
the VM
specificatio
ns

- STRIN
G

LAST

specVersion Specificat
ion
Version

Version of
the
specificatio
n

- STRIN
G

LAST

startTime Start
Time

JVM
startup
time

- DATET
IME

LAST

systemLoad
Average

Load
Value

Average
system
load

- DOUB
LE

LAST

uptime Duration VM
running
time

ms INT LAST

vmName VM
Name

Name of
the VM

- STRIN
G

LAST

vmVendor VM
Vendor

VM vendor - STRIN
G

LAST

vmVersion VM
Version

VM version - STRIN
G

LAST

 

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 28



7.2.5 Netty Memory
This section describes the types, names, and meanings of Netty memory metrics
collected by APM.

Table 7-9 Netty memory metrics

Category Metric Name Descrip
tion

Unit Data
Type

Default
Aggregation
Mode

Memory
(memory:
memory
metrics)

directMemo
ryUsage

Used
Direct
Memory

Used
direct
memor
y

- INT AVG

maxDirectM
emory

Max.
Direct
Memory

Maxim
um
direct
memor
y

- INT MAX

Exception
(exceptio
n)

causeType Class Class - ENUM LAST

exceptionTy
pe

Exceptio
n Type

Excepti
on type

- ENUM LAST

count Count Count - INT SUM

message Exceptio
n
Message

Excepti
on
messag
e

- STRING LAST

stackTrace Exceptio
n Stack

Excepti
on
stack

- CLOB LAST

 

7.2.6 Threads
This section describes the types, names, and meanings of thread metrics collected
by APM.
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Table 7-10 Thread collection parameters

Paramet
er

Data
Type

Appli
catio
n
Type

Defa
ult
Valu
e

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Max.
Rows of
Thread
Details

integ
er

JAVA 1 2.3.19 - Maximum
number of
rows of
thread
details. You
can set it to
up to 50.

 

Table 7-11 Thread metrics

Category Metric Name Descripti
on

Unit Data
Type

Default
Aggregat
ion Mode

Thread
details
(threadD
etail)

threadN
ame

Thread
Name

Thread
name

- ENUM LAST

memory Memory Memory - INT SUM

stack Thread
Stack

Thread
stack

- CLOB LAST

ids Thread ID Thread ID - STRING LAST

cpuTime Thread
CPU Time

Thread
CPU time

- INT SUM

count Threads Number
of threads

- INT LAST

 

7.3 Databases
APM collects metrics from the C3P0 connection pool, Cassandra, ClickHouse
database, DBCP connection pool, Druid connection pool, EsRestClient, GaussDB
database, HBase, Hikari connection pool, Jetcd, and MongoDB, MySQL database,
ObsClient, Oracle database, and Postgresql database. This section describes the
types, names, and meanings of database metrics collected by APM.

7.3.1 C3P0 Connection Pool Monitoring
This section describes the types, names, and meanings of C3P0 connection pool
metrics collected by APM.
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Table 7-12 Collection parameters for C3P0 connection pool monitoring

Parameter Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Descriptio
n

Threshold
(ms) for
Reporting
Connection
Trace

integ
er

JAVA 1 2.1.3 - Threshold
for
reporting
getConnecti
on method
traces. If
the
threshold is
not
exceeded,
such traces
will not be
reported.

Obtain
Pool Info
or Not

radio JAVA false 2.1.3 - Whether to
obtain pool
information
when
getting
connections

 

Table 7-13 C3P0 connection pool metrics

Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggrega
tion
Mode

Data
source
(dataSou
rce)

url URL URL - ENUM LAST

driverClass Driver Driver - STRIN
G

LAST

initialPoolSi
ze

Initialized
Connection
s

Number of
initialized
connection
s

- INT LAST

minPoolSize Min. Pool
Size

Minimum
connection
pool size

- INT LAST

maxPoolSiz
e

Max. Pool
Size

Maximum
connection
pool size

- INT LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggrega
tion
Mode

numIdleCon
nections

Idle
Connection
s

Number of
idle
connection
s

- INT LAST

numBusyCo
nnections

Active
Connection
s

Number of
active
connection
s

- INT LAST

numConnec
tions

Total
Connection
s

Total
number of
connection
s

- INT LAST

maxIdleTim
e

Max.
Connection
Idle Time

Maximum
connection
idle time

- INT LAST

idleConnecti
onTestPerio
d

Idle
Connection
Check
Interval

Interval for
checking
for idle
connection
s

- INT LAST

testConnecti
onOnCheck
out

Connection
Validity
Check
During
Check-Out

Connection
validity
check
during
check-out

- STRIN
G

LAST

testConnecti
onOnChecki
n

Connection
Validity
Check
During
Check-In

Connection
validity
check
during
check-in

- STRIN
G

LAST

acquireRetr
yAttempts

Connection
Retries

Number of
Connection
retry times

- INT LAST

acquireRetr
yDelay

Connection
Retry
Interval

Connection
retry
interval

- INT LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggrega
tion
Mode

acquireIncre
ment

Connection
s Created If
No
Connection
Exists

Number of
connection
s created if
no
connection
exists

- INT LAST

Connectio
n details
(connecti
on)

url Connection
Address

Connection
address

- ENUM LAST

invokeCoun
t

Calls Number of
calls

- INT LAST

totalTime Total Time Total time - INT LAST

errorCount Errors Number of
errors

- INT SUM

maxTime Max. RT Maximum
response
time

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100 ms Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–500
ms

Number of
requests
with 100–
500 ms
response
time

- INT SUM

range4 500–1000
ms

Number of
requests
with 500–
1000 ms
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggrega
tion
Mode

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time
longer
than 10s

- INT SUM

concurrent
Max

Max.
Concurrenc
y

Maximum
concurrenc
y

- INT MAX

Version
(version)

version Version Version - STRIN
G

LAST

Exception
(exceptio
n: C3P0
call
exception
statistics)

exceptionTy
pe

Exception
Type

Exception
type

- ENUM LAST

causeType Exception
Class

Exception
class

- ENUM LAST

count Count Number of
times the
exception
has
occurred

- INT SUM

message Exception
Message

Message
returned
when the
exception
has
occurred

- STRIN
G

LAST

stackTrace Exception
Stack

Exception
stack
informatio
n

- CLOB LAST

 

7.3.2 Cassandra Monitoring
This section describes the types, names, and meanings of Cassandra metrics
collected by APM.
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Table 7-14 Collection parameters for Cassandra monitoring

Paramete
r

Data
Type

Appli
catio
n
Type

Def
ault

Supported
Start Agent
Version

Supported
End Agent
Version

Descriptio
n

Threshold
(ms) for
Reporting
Connectio
n Trace

intege
r

JAVA 1 2.2.9 - Threshold
for
reporting
borrowCon
nection()
method
traces. If
the
threshold
is not
exceeded,
such traces
will not be
reported.

Collect
Original
CQL
Statement
or Not

radio JAVA false 2.2.9 - Whether
to collect
original
CQL
statements

 

Table 7-15 Cassandra metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

CQL call
(Cql)

cql cql Executed CQL
Statement

- ENU
M

LAST

concurrent
Max

Max.
Concur
rency

Maximum
concurrency

- INT MAX

errorCount Errors Number of
errors

- INT SUM

errorTraceId Error
Trace
ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

invokeCoun
t

Calls Number of
calls

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

lastError Error
Messa
ge

Error message - STRIN
G

LAST

maxTime maxTi
me

Maximum
response time

- INT MAX

queryRowC
ount

Read
Rows

Number of
read rows

- INT SUM

runningCou
nt

Ongoi
ng
Executi
ons

Number of
executions of
the method at
the time of
collection

- INT SUM

slowTraceId Slow
Trace
ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

totalTime totalTi
me

Total response
time

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Cassandra
node call
(node)

node Node
Addres
s

Node address - ENU
M

LAST

concurrent
Max

Max.
Concur
rency

Maximum
concurrency

- INT MAX

errorCount Errors Number of
errors

- INT SUM

errorTraceId Error
Trace
ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTraceId Slow
Trace
ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

invokeCoun
t

Calls Number of
calls

- INT SUM

lastError Error
Messa
ge

Error message - STRIN
G

LAST

maxTime maxTi
me

Maximum
response time

- INT MAX

totalTime totalTi
me

Total response
time

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Cassandra
cluster
call
(cluster)

nodes Cluster
Node

Cluster node
information

- ENU
M

LAST

concurrent
Max

Max.
Concur
rency

Maximum
concurrency

- INT MAX

errorCount Errors Number of
errors

- INT SUM

errorTraceId Error
Trace
ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTraceId Slow
Trace
ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

invokeCoun
t

Calls Number of
calls

- INT SUM

lastError Error
Messa
ge

Error message - STRIN
G

LAST

maxTime maxTi
me

Maximum
response time

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

totalTime totalTi
me

Total response
time

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Connectio
n details
(connecti
on)

host Conne
cted
Host

Connected
host

- ENU
M

LAST

concurrent
Max

Max.
Concur
rency

Maximum
concurrency

- INT MAX

invokeCoun
t

Calls Number of
calls

- INT SUM

totalTime Total
Time

Total time - INT SUM

errorCount Errors Number of
errors

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

maxTime Max.
RT

Maximum
response time

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Exception
(exceptio
n:
Cassandra
call
exception
statistics)

exceptionTy
pe

Excepti
on
Type

Exception type - ENU
M

LAST

causeType Excepti
on
Class

Exception class - ENU
M

LAST

count Count Number of
times the
exception has
occurred

- INT SUM

message Excepti
on
Messa
ge

Message
returned when
the exception
has occurred

- STRIN
G

LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

stackTrace stackTr
ace

Exception
stack
information

- CLOB LAST

Cassandra
summary
(total:
summary
of
Cassandra
call
statistics)

invokeCoun
t

Calls Total number
of calls

- INT SUM

queryRowC
ount

Total
Read
Rows

Total number
of read rows

- INT SUM

errorCount Total
Errors

Total number
of errors

- INT SUM

totalTime Total
RT

Total response
time

- INT SUM

Cassandra
version
(version)

version Versio
n

Version - STRIN
G

LAST

 

7.3.3 ClickHouse Database
This topic describes the types, names, and meanings of ClickHouse database
metrics collected by APM.

Table 7-16 ClickHouse database collection parameters

Paramet
er

Data
Type

Appl
icati
on
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Collect
Original
SQL
Stateme
nt or
Not

radio JAVA false 2.0.0 - Whether to
collect and
report
original SQL
statements
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Table 7-17 ClickHouse database metrics

Category Metric Name Description Unit Dat
a
Typ
e

Default
Aggregatio
n Mode

Database
connectio
n
(connecti
on: APM
counts
SQL call
statistics
by
database.
)

db Databa
se

Database
name

- ENU
M

LAST

createdCou
nt

Create
d
Connec
tions

Number of
connections
created by the
database

- INT SUM

currentCoun
t

Curren
t
Connec
tions

Current
number of
connections of
the database

- INT SUM

destroyedCo
unt

Destro
yed
Connec
tions

Number of
the database's
connections
that have
been
destroyed

- INT SUM

errorCount Errors Number of
errors that the
database
encounters

- INT SUM

invokeCoun
t

Calls Number of
times that the
database is
called

- INT SUM

maxTime Max.
RT

Maximum
response time
of the
database

- INT MAX

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
200 ms

Number of
requests with
100–200 ms
response time

- INT SUM
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Category Metric Name Description Unit Dat
a
Typ
e

Default
Aggregatio
n Mode

range4 200–
1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

readRowCo
unt

Read
Rows

Number of
rows read
from the
database

- INT SUM

updatedRo
wCount

Update
d Rows

Number of
rows updated
in the
database

- INT SUM

totalTime Total
RT

Total response
time of the
database

- INT SUM

slowestSql Slowes
t SQL

Slowest SQL
statement of
the database
in the
collection
period

- STRI
NG

LAST

Exception
(exceptio
n:
exception
statistics
about
SQL calls)

causeType Class Exception
class

- ENU
M

LAST

exceptionTy
pe

Excepti
on
Type

Exception type - ENU
M

LAST

count Count Number of
exceptions

- INT SUM

message Messa
ge

Exception
message

- STRI
NG

LAST
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Category Metric Name Description Unit Dat
a
Typ
e

Default
Aggregatio
n Mode

sql Excepti
on SQL

SQL
statement
that
encounters an
exception

- STRI
NG

LAST

stackTrace Excepti
on
Stack

Exception
stack
information

- CLO
B

LAST

Version
(version:
ClickHous
e package
version)

version Version Driver
package
version

- STRI
NG

LAST

SQL
monitorin
g (sql:
APM
counts
call
statistics
by SQL.)

sql SQL ID Unique ID of
the SQL
statement,
which is used
for alarm
configuration

- ENU
M

LAST

concurrent
Max

Max.
Concur
rency

Maximum
concurrency
of the SQL
statement

- INT MAX

errorCount Errors Number of
errors that the
SQL
statement
encounters

- INT SUM

errorTraceId Error
Trace
ID

ID of the trace
that
encounters an
error in a
collection
period

- STRI
NG

LAST

invokeCoun
t

Calls Number of
times that the
SQL
statement is
called

- INT SUM

lastError Error
Messa
ge

SQL error
information

- STRI
NG

LAST
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Category Metric Name Description Unit Dat
a
Typ
e

Default
Aggregatio
n Mode

maxTime Max.
RT

Maximum
response time
of the SQL
statement

- INT MAX

readRowCo
unt

Read
Rows

Number of
read rows of
the SQL
statement

- INT SUM

runningCou
nt

Ongoin
g
Executi
ons

Number of
SQL
statements
that are being
executed at
the time of
collection

- INT SUM

slowTraceId Slow
Trace
ID

ID of the
slowest trace
in a collection
period

- STRI
NG

LAST

sqlString SQL
Statem
ent

SQL
statement

- STRI
NG

LAST

totalTime Total
RT

Total response
time

- INT SUM

updatedRo
wCount

Update
d Rows

Number of
updated rows
of the SQL
statement

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
200 ms

Number of
requests with
100–200 ms
response time

- INT SUM
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Category Metric Name Description Unit Dat
a
Typ
e

Default
Aggregatio
n Mode

range4 200–
1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Summary
(total:
summary
about
SQL
statement
call
statistics)

invokeCoun
t

Calls Total number
of calls

- INT SUM

errorCount Errors Total number
of errors

- INT SUM

readRowCo
unt

Read
Rows

Total number
of read rows

- INT SUM

totalTime RT Total response
time

- INT SUM

updatedRo
wCount

Update
d Rows

Total number
of updated
rows

- INT SUM

 

7.3.4 DBCP Connection Pool Monitoring
This section describes the types, names, and meanings of DBCP connection pool
metrics collected by APM.
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Table 7-18 DBCP connection pool collection parameters

Paramet
er

Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Threshol
d (ms)
for
Reportin
g
Connecti
on Trace

integ
er

JAVA 1 2.1.3 - Threshold for
reporting
getConnectio
n method
traces. If the
threshold is
not exceeded,
such traces
will not be
reported.

Obtain
Pool Info
or Not

radio JAVA false 2.1.3 - Whether to
obtain pool
information
when getting
connections

 

Table 7-19 DBCP connection pool metrics

Category Metric Name Description Uni
t

Dat
a
Typ
e

Default
Aggregation
Mode

Data
source
(dataSou
rce)

url url url - ENU
M

LAST

driverClassN
ame

Driver Driver - STRI
NG

LAST

initialSize Initializ
ed
Connec
tions

Number of
initialized
connections

- INT LAST

minIdle Min.
Idle
Connec
tions

Minimum
number of idle
connections in
the pool

- INT LAST

maxIdle Max.
Idle
Connec
tions

Maximum
number of idle
connections in
the pool

- INT LAST
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Category Metric Name Description Uni
t

Dat
a
Typ
e

Default
Aggregation
Mode

maxTotal Max.
RT

Maximum
response time

- INT LAST

numIdle Idle
Connec
tions

Number of idle
connections

- INT LAST

numActive Active
Connec
tions

Number of
active
connections

- INT LAST

maxWaitMil
lis

Max.
Time
for
Waitin
g
Connec
tion to
Be
Reclai
med

Maximum
time for a
waiting
connection to
be reclaimed
(when no
connection is
available)
before an
exception is
thrown

- INT LAST

testOnCreat
e

Validity
Check
Upon
Connec
tion
Creatio
n

Whether to
check the
validity of a
connection
after it is
created

- STRI
NG

LAST

testOnBorro
w

Validity
Check
Before
Obtaini
ng
Connec
tion

Check whether
a connection is
valid before
obtaining it
from the
connection
pool.

- STRI
NG

LAST

testWhileIdl
e

Idle
Connec
tion
Validity
Check

Whether to
verify the
validity of an
idle connection
when an
application
applies for it
from the pool

- STRI
NG

LAST
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Category Metric Name Description Uni
t

Dat
a
Typ
e

Default
Aggregation
Mode

timeBetwee
nEvictionRu
nsMillis

Interva
l for
Checki
ng
Connec
tion
Validity

If
testOnBorrow
is set to false
and
testWhileIdle
is set to true,
the application
checks
whether the
idle time of a
connection is
greater than
timeBetween
EvictionRuns
Millis before
obtaining the
connection. If
it is greater
than that
value, the
application
checks
whether the
connection is
valid.

- INT LAST

removeAba
ndonedOnB
orrow

Remov
e
Discard
ed
Connec
tions
When
Obtaini
ng
Connec
tions

Whether to
remove
discarded
connections
when
obtaining
connections.
(The following
conditions
must be met:
"getNumActiv
e() >
getMaxTotal()
– 3" and
"getNumIdle()
< 2")

- STRI
NG

LAST
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Category Metric Name Description Uni
t

Dat
a
Typ
e

Default
Aggregation
Mode

removeAba
ndonedOnM
aintenance

Remov
e
Discard
ed
Connec
tions
During
Mainte
nance

Whether to
remove
discarded
connections in
the
maintenance
cycle (when
the eviction
ends)

- STRI
NG

LAST

removeAba
ndonedTime
out

Connec
tion
Remov
al
Timeou
t

If a connection
is not used
within the
specified
timeout, it is
regarded as a
discarded
connection
and can be
removed.

- INT LAST

Connectio
n details
(connecti
on)

url Connec
tion
Addres
s

Connection
address

- ENU
M

LAST

invokeCount Calls Number of
calls

- INT SUM

totalTime Total
Time

Total time - INT SUM

errorCount Errors Number of
errors

- INT SUM

maxTime Max.
RT

Maximum
response time

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM
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Category Metric Name Description Uni
t

Dat
a
Typ
e

Default
Aggregation
Mode

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

concurrent
Max

Max.
Concur
rency

Maximum
concurrency

- INT MAX

Version
(version)

version Version Version - STRI
NG

LAST

Exception
(exceptio
n:
exception
statistics
of DBCP
calls)

exceptionTy
pe

Excepti
on
Type

Exception type - ENU
M

LAST

causeType Excepti
on
Class

Exception class - ENU
M

LAST

count Count Number of
times the
exception has
occurred

- INT SUM

message Excepti
on
Messa
ge

Message
returned when
the exception
has occurred

- STRI
NG

LAST

stackTrace Excepti
on
Stack

Exception
stack
information

- CLO
B

LAST
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7.3.5 Druid Connection Pool Monitoring
This section describes the types, names, and meanings of Druid connection pool
metrics collected by APM.

Table 7-20 Druid connection pool collection parameters

Parame
ter

Data
Type

Appli
catio
n
Type

Def
ault

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Threshol
d (ms)
for
Reportin
g
Connect
ion
Trace

intege
r

JAVA 1 2.1.3 - Threshold for
reporting
getConnectio
n method
traces. If the
threshold is
not exceeded,
such traces
will not be
reported.

Obtain
Pool
Info or
Not

radio JAVA fals
e

2.1.3 - Whether to
obtain pool
information
when getting
connections

 

Table 7-21 Druid connection pool metrics

Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregatio
n Mode

Data
source
(dataSou
rce)

url url url - ENUM LAST

dbType Database
Type

Database
type

- STRING LAST

driverCla
ssName

Driver Driver - STRING LAST

initialSize Initialize
d
Connecti
ons

Number of
initialized
connection
s

- INT LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregatio
n Mode

minIdle Min. Idle
Connecti
ons

Minimum
number of
idle
connection
s in the
pool

- INT LAST

maxIdle Max. Idle
Connecti
ons

Maximum
number of
idle
connection
s in the
pool

- INT LAST

maxActiv
e

Max.
Pool Size

Maximum
connection
pool size

- INT LAST

waitThre
adCount

Waiting
Threads

Number of
waiting
threads

- INT LAST

maxWait
ThreadCo
unt

Max.
Waiting
Threads

Maximum
number of
waiting
threads

- INT LAST

poolingC
ount

Pool
Connecti
ons

Number of
connection
s in the
pool

- INT LAST

poolingP
eak

Max.
Pool
Connecti
ons

Maximum
number of
connection
s in the
pool

- INT MAX

activeCo
unt

Active
Connecti
ons

Number of
active
connection
s

- INT LAST

activePea
k

Max.
Active
Connecti
ons

Maximum
number of
active
connection
s

- INT MAX
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregatio
n Mode

logicCon
nectCoun
t

Total
Connecti
ons

Total
number of
connection
s

- INT SUM

maxWait Max.
Waiting
Time

Maximum
waiting
time of a
connection

- INT LAST

removeA
bandone
d

Automati
cally
Reclaim
Timeout
Connecti
ons

Whether to
automatica
lly reclaim
timeout
connection
s

- STRING LAST

removeA
bandone
dCount

Timeout
Connecti
on
Reclaims

Number of
times that
timeout
connection
s are
reclaimed

- INT LAST

removeA
bandone
dTimeout
Millis

Max.
Connecti
on Usage
Duration

If a
connection
in the pool
is not
returned
within the
specified
duration,
the
connection
will be
reclaimed.

- INT LAST

testWhile
Idle

Idle
Connecti
on
Validity
Check

Whether to
verify the
validity of
an idle
connection
when an
application
applies for
it from the
pool

- STRING LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregatio
n Mode

testOnBo
rrow

Validity
Check
Before
Obtainin
g
Connecti
on

Check
whether a
connection
is valid
before
obtaining it
from the
connection
pool.

- STRING LAST

testOnRe
turn

Validity
Check
Upon
Connecti
on
Return

Whether to
verify the
validity of
a
connection
when it is
returned

- STRING LAST

minEvict
ableIdleT
imeMillis

Allowed
Idle Time
for
Connecti
on

Idle time
that is
allowed for
connection
s in the
pool

- INT LAST

timeBetw
eenEvicti
onRunsM
illis

Interval
for
Checking
Idle
Connecti
on
Validity

Interval for
checking
the validity
of idle
connection
s

- INT LAST

Connecti
on
details
(connect
ion)

url Connecti
on
Address

Connection
address

- ENUM LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

totalTim
e

Total
Time

Total time - INT SUM

errorCou
nt

Errors Number of
errors

- INT SUM

maxTime Max. RT Maximum
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregatio
n Mode

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–500
ms

Number of
requests
with 100–
500 ms
response
time

- INT SUM

range4 500–
1000 ms

Number of
requests
with 500–
1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrenc
y

- INT MAX

Version
(version)

version Version Version - STRING LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregatio
n Mode

Exception
(excepti
on:
exception
statistics
of Druid
calls)

exception
Type

Exception
Type

Exception
type

- ENUM LAST

causeTyp
e

Exception
Class

Exception
class

- ENUM LAST

count Count Number of
times the
exception
has
occurred

- INT SUM

message Exception
Message

Message
returned
when the
exception
has
occurred

- STRING LAST

stackTrac
e

Exception
Stack

Exception
stack
informatio
n

- CLOB LAST

 

7.3.6 EsRestClient Monitoring
This section describes the types, names, and meanings of EsRestClient metrics
collected by APM.

Table 7-22 EsRestClient collection parameters

Parame
ter

Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Descriptio
n

Index
Normali
zation
Configu
ration

obj_arr
ay

JAVA - 2.0.0 - Implement
"regex"
matching
and
normalize
the URL
index.
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Table 7-23 EsRestClient metrics

Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

Exception
(excepti
on:
exception
statistics
of
EsRestCli
ent calls)

exceptionTy
pe

Exception
Type

Exception
type

- ENU
M

LAST

causeType Exception
Class

Exception
class

- ENU
M

LAST

count Count Number
of times
the
exception
has
occurred

- INT SUM

message Exception
Message

Message
returned
when the
exception
has
occurred

- STRIN
G

LAST

stackTrace Exception
Stack

Exception
stack
informatio
n

- CLOB LAST

Client
informati
on
(clientIn
fo)

clientId Client ID Client ID - ENU
M

LAST

RestClientVe
rsion

RestClient
Version

RestClient
version

- STRIN
G

LAST

RestHighLev
elClientVersi
on

RestHighL
evelClient
Version

RestHighL
evelClient
version

- STRIN
G

LAST

poolId HttpAsync
Client
Connectio
n Pool ID

HttpAsync
Client
Connectio
n pool ID

- STRIN
G

LAST

esNodes Cluster
Node
Informatio
n Set on
Client

Cluster
node
informatio
n set on
the client

- STRIN
G

LAST

esDeadNode
s

Disconnect
ed Node

Disconnec
ted node
of the
cluster

- STRIN
G

LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

URL
monitori
ng
(esClient
: APM
counts
URL call
statistics
by URL.)

clientId clientId RESTClient
ID

- ENU
M

LAST

url URL Called
URL

- ENU
M

LAST

method HTTP
Method

HTTP
method of
the URL

- ENU
M

LAST

concurrentM
ax

Max.
Concurren
cy

Maximum
concurren
cy of the
URL

- INT MAX

errorCount Errors Number
of call
errors of
the URL

- INT SUM

definitiveFail
ureCount

Request
Errors

Number
of request
errors

- INT SUM

errorTraceId Error Trace
ID

ID of the
trace that
encounter
s an error
in a
collection
period

- STRIN
G

LAST

slowTraceId Slow Trace
ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

hostUri hostUri host uri - STRIN
G

LAST

invokeCount Calls Number
of times
that the
URL is
called

- INT SUM

lastError Error
Message

Error
details

- STRIN
G

LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

maxTime Max. RT Maximum
response
time of
the called
URL

- INT MAX

totalTime Total RT Total
response
time of
the called
URL

- INT SUM

range1 0–10 ms Number
of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100 ms Number
of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–500
ms

Number
of
requests
with 100–
500 ms
response
time

- INT SUM

range4 500–1000
ms

Number
of
requests
with 500–
1000 ms
response
time

- INT SUM

range5 1–10s Number
of
requests
with 1–10s
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range6 > 10s Number
of
requests
with
response
time
longer
than 10s

- INT SUM

retryCount Retries Request
retry times

- INT SUM

Status
code
statistics
(code:
APM
counts
URL call
statistics
by status
code.)

code Status
Code

Status
code

- ENU
M

LAST

url URL URL that
returns
the status
code

- STRIN
G

LAST

count Count Number
of times
that the
status
code has
occurred

- INT SUM

EsRestCli
ent
summary
(total:
summary
of
EsRestCli
ent call
statistics)

definitiveFail
ureCount

Total
Request
Errors

Total
number of
request
errors

- INT SUM

invokeCount Calls Total
number of
calls

- INT SUM

totalTime Total RT Total
response
time

- INT SUM

retryCount Total
Request
Retries

Total
number of
request
retries

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

EsRestCli
ent node
call
monitori
ng
(serverN
ode)

serverAddr Server
Node

Server
node
informatio
n

- ENU
M

LAST

concurrentM
ax

Max.
Concurren
cy

Maximum
concurren
cy

- INT MAX

errorCount Errors Number
of errors

- INT SUM

errorTraceId Error Trace
ID

ID of the
trace that
encounter
s an error
in a
collection
period

- STRIN
G

LAST

slowTraceId Slow Trace
ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

invokeCount Calls Number
of calls

- INT SUM

lastError Error
Message

Error
message

- STRIN
G

LAST

maxTime Max. RT Maximum
response
time

- INT MAX

totalTime Total RT Total
response
time

- INT SUM

range1 0–10 ms Number
of
requests
with 0–10
ms
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range2 10–100 ms Number
of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–500
ms

Number
of
requests
with 100–
500 ms
response
time

- INT SUM

range4 500–1000
ms

Number
of
requests
with 500–
1000 ms
response
time

- INT SUM

range5 1–10s Number
of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number
of
requests
with
response
time
longer
than 10s

- INT SUM

URL
monitori
ng
(invocati
on: APM
counts
URL call
statistics
by URL.)

url URL Called
URL

- ENU
M

LAST

method HTTP
Method

HTTP
method of
the URL

- ENU
M

LAST

client Client Type EsRestClie
nt type

- ENU
M

LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

concurrentM
ax

Max.
Concurren
cy

Maximum
concurren
cy of the
URL

- INT MAX

errorCount Errors Number
of call
errors of
the URL

- INT SUM

errorTraceId Error Trace
ID

ID of the
trace that
encounter
s an error
in a
collection
period

- STRIN
G

LAST

slowTraceId Slow Trace
ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

hostUri Call
Address

Called
URL
address

- STRIN
G

LAST

invokeCount Calls Number
of times
that the
URL is
called

- INT SUM

lastError Error
Message

Error
details

- STRIN
G

LAST

maxTime Max. RT Maximum
response
time of
the called
URL

- INT MAX

responseClo
seCount

responseCl
oseCount

Number
of closed
responses
when the
URL is
called

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

totalTime Total RT Total
response
time of
the called
URL

- INT SUM

range1 0–10 ms Number
of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100 ms Number
of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–500
ms

Number
of
requests
with 100–
500 ms
response
time

- INT SUM

range4 500–1000
ms

Number
of
requests
with 500–
1000 ms
response
time

- INT SUM

range5 1–10s Number
of
requests
with 1–10s
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range6 > 10s Number
of
requests
with
response
time
longer
than 10s

- INT SUM

envId Cluster ID Cluster ID
correspon
ding to
the called
URL

- STRIN
G

LAST

EsRestCli
ent
cluster
call
(cluster)

esNodes Cluster
Node

Cluster
node
informatio
n

- ENU
M

LAST

clientCount Created
RestClients

Number
of
RestClient
s that
have been
created

- INT LAST

concurrentM
ax

Max.
Concurren
cy

Maximum
concurren
cy

- INT MAX

errorCount Errors Number
of errors

- INT SUM

errorTraceId Error Trace
ID

ID of the
trace that
encounter
s an error
in a
collection
period

- STRIN
G

LAST

slowTraceId Slow Trace
ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

invokeCount Calls Number
of calls

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

lastError Error
Message

Error
message

- STRIN
G

LAST

maxTime Max. RT Maximum
response
time

- INT MAX

totalTime Total RT Total
response
time

- INT SUM

range1 0–10 ms Number
of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100 ms Number
of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–500
ms

Number
of
requests
with 100–
500 ms
response
time

- INT SUM

range4 500–1000
ms

Number
of
requests
with 500–
1000 ms
response
time

- INT SUM

range5 1–10s Number
of
requests
with 1–10s
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range6 > 10s Number
of
requests
with
response
time
longer
than 10s

- INT SUM

 

7.3.7 GaussDB Database
This section describes the types, names, and meanings of GaussDB database
metrics collected by APM.

Table 7-24 GaussDB database collection parameters

Para
met
er

Data
Type

Applic
ation
Type

Defau
lt

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Colle
ct
Origi
nal
SQL
State
ment
or
Not

radio JAVA false 2.2.8 - Whether to
collect and
report
original SQL
statements
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Table 7-25 GaussDB database metrics

Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

Database
connecti
on
(connect
ion: APM
counts
SQL call
statistics
by
database.
)

db Database Database
name

- ENU
M

LAST

createdC
ount

Created
Connecti
ons

Number of
connections
created by the
database

- INT SUM

currentC
ount

Current
Connecti
ons

Current
number of
connections of
the database

- INT SUM

destroye
dCount

Destroye
d
Connecti
ons

Number of the
database's
connections
that have been
destroyed

- INT SUM

errorCou
nt

Errors Number of
errors that the
database
encounters

- INT SUM

invokeCo
unt

Calls Number of
times that the
database is
called

- INT SUM

maxTime Max. RT Maximum
response time
of the
database

- INT MAX

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

range4 200–
1000 ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

ranges Custom
RT Range

Custom
response time
range

- STRI
NG

LAST

readRow
Count

Read
Rows

Number of
rows read from
the database

- INT SUM

updatedR
owCount

Updated
Rows

Number of
rows updated
in the
database

- INT SUM

totalTim
e

Total RT Total response
time of the
database

- INT SUM

slowestS
ql

Slowest
SQL

Slowest SQL
statement of
the database
in the
collection
period

- STRI
NG

LAST

Exception
(excepti
on:
exception
statistics
about
SQL
calls)

causeTyp
e

Class Exception class - ENU
M

LAST

exception
Type

Exception
Type

Exception type - ENU
M

LAST

count Count Number of
exceptions

- INT SUM

message Message Exception
message

- STRI
NG

LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

sql Exception
SQL

SQL statement
that
encounters an
exception

- STRI
NG

LAST

stackTrac
e

Exception
Stack

Exception stack
information

- CLOB LAST

Version
(version:
GaussDB
package
version)

version Version Driver package
version

- STRI
NG

LAST

SQL
monitori
ng (sql:
APM
counts
call
statistics
by SQL.)

sql SQL ID Unique ID of
the SQL
statement,
which is used
for alarm
configuration

- ENU
M

LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency of
the SQL
statement

- INT MAX

errorCou
nt

Errors Number of
errors that the
SQL statement
encounters

- INT SUM

errorTrac
eId

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRI
NG

LAST

invokeCo
unt

Calls Number of
times that the
SQL statement
is called

- INT SUM

lastError Error
Message

SQL error
information

- STRI
NG

LAST

maxTime Max. RT Maximum
response time
of the SQL
statement

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

readRow
Count

Read
Rows

Number of
read rows of
the SQL
statement

- INT SUM

runningC
ount

Ongoing
Execution
s

Number of
SQL
statements
that are being
executed at
the time of
collection

- INT SUM

slowTrac
eId

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRI
NG

LAST

sqlString SQL
Statemen
t

SQL statement - STRI
NG

LAST

totalTim
e

Total RT Total response
time

- INT SUM

updatedR
owCount

Updated
Rows

Number of
updated rows
of the SQL
statement

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–
1000 ms

Number of
requests with
200–1000 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

ranges Custom
RT Range

Custom
response time
range

- STRI
NG

LAST

Summary
(total:
summary
about
SQL
statemen
t call
statistics)

invokeCo
unt

Calls Total number
of calls

- INT SUM

errorCou
nt

Errors Total number
of errors

- INT SUM

readRow
Count

Read
Rows

Total number
of read rows

- INT SUM

totalTim
e

RT Total response
time

- INT SUM

updatedR
owCount

Updated
Rows

Total number
of updated
rows

- INT SUM

 

7.3.8 HBase Monitoring
This section describes the types, names, and meanings of HBase metrics collected
by APM.

Table 7-26 HBase metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Exception
(excepti
on:
exception
statistics
of HBase
calls)

exception
Type

Exception
Type

Exception type - ENUM LAST

causeTyp
e

Exception
Class

Exception class - ENUM LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

count Count Number of
times the
exception has
occurred

- INT SUM

message Exception
Message

Message
returned when
the exception
has occurred

- STRIN
G

LAST

stackTrac
e

Exception
Stack

Exception stack
information

- CLOB LAST

HBase
call
monitori
ng
(client)

namespa
ceTable

Namespa
ce:Table
name

Namespace
and table
name
corresponding
to the HBase
operation

- ENUM LAST

comman
d

Comman
d

Command run
on the HBase
server

- ENUM LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency

- INT MAX

queryRo
wCount

Read
Rows

Number of
read rows

- INT SUM

updateRo
wCount

Updated
Rows

Number of
updated rows

- INT SUM

errorCou
nt

Errors Number of
errors

- INT SUM

errorTrac
eId

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTrac
eId

Slow
Trace ID

ID of the
slowest trace in
a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX

totalTim
e

totalTim
e

Total RT - INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000 ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

HBase
version
(version)

version Version Version - STRIN
G

LAST

HBase
summary
(total:
summary
of HBase
call
statistics)

invokeCo
unt

Calls Total number
of calls

- INT SUM

queryRo
wCount

Total
Read
Rows

Total number
of read rows

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

updateRo
wCount

Total
Updated
Rows

Total number
of updated
rows

- INT SUM

errorCou
nt

Total
Errors

Total number
of errors

- INT SUM

totalTim
e

Total RT Total response
time

- INT SUM

HBase
node call
monitori
ng
(serverN
ode:
HBase
server
RPC call
statistics)

serverAd
dr

Server
Node

Server node
information

- ENUM LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency

- INT MAX

errorCou
nt

Errors Number of
errors

- INT SUM

errorTrac
eId

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTrac
eId

Slow
Trace ID

ID of the
slowest trace in
a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX

totalTim
e

totalTim
e

Total response
time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000 ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

HBase
cluster
call
monitori
ng
(cluster:
HBase
cluster
RPC call
informati
on)

clusterId Cluster
ID

Cluster ID - ENUM LAST

cachedSe
rvers

Client
Cache
Node
Address

Client cache
node address

- STRIN
G

LAST

zkNodes ZooKeep
er
Connecti
on
Address

ZooKeeper
connection
address

- STRIN
G

LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency

- INT MAX

errorCou
nt

Errors Number of
errors

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

errorTrac
eId

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTrac
eId

Slow
Trace ID

ID of the
slowest trace in
a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX

totalTim
e

Total RT Total response
time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000 ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

 

7.3.9 Hikari Connection Pool Monitoring
This section describes the types, names, and meanings of Hikari connection pool
metrics collected by APM.

Table 7-27 Hikari connection pool collection parameters

Paramet
er

Data
Type

Applic
ation
Type

Def
aul
t

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Threshol
d (ms)
for
Reportin
g
Connecti
on Trace

intege
r

JAVA 1 2.1.0 - Threshold for
reporting
getConnectio
n method
traces. If the
threshold is
not
exceeded,
such traces
will not be
reported.

Obtain
Pool
Info or
Not

radio JAVA fals
e

2.1.0 - Whether to
obtain pool
information
when getting
connections

 

Table 7-28 Hikari connection pool metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Data
source
(dataSou
rce)

url url url - ENUM LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

maximu
mPoolSiz
e

Max.
Connecti
ons
Allowed

Maximum
number of
connections
that are
allowed

- INT LAST

leakDete
ctionThre
shold

Max.
Pool Size

Maximum
connection
pool size

- INT LAST

validatio
nTimeout

Waiting
Threads

Number of
waiting
threads

- INT LAST

maxLifeti
me

Maximu
m
Waiting
Threads

Maximum
number of
waiting
threads

- INT LAST

poolingC
ount

Pool
Connecti
ons

Number of
connections
in the pool

- INT LAST

poolingP
eak

Max.
Connecti
ons

Maximum
number of
connections
in the pool

- INT MAX

activeCo
unt

Active
Connecti
ons

Number of
active
connections

- INT LAST

activePea
k

Max.
Active
Connecti
ons

Maximum
number of
active
connections

- INT MAX

logicCon
nectCoun
t

Total
Connecti
ons

Total number
of
connections

- INT SUM

maxWait Max.
Waiting
Time

Max. Waiting
Time

- INT LAST

removeA
bandone
d

Automati
cally
Reclaim
Timeout
Connecti
ons

Whether to
automatically
reclaim
timeout
connections

- STRIN
G

LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

removeA
bandone
dCount

Timeout
Connecti
on
Reclaims

Number of
times that
timeout
connections
are reclaimed

- INT LAST

removeA
bandone
dTimeout
Millis

Max.
Connecti
on Usage
Duration

If a
connection in
the pool is
not returned
within the
specified
duration, the
connection
will be
reclaimed.

- INT LAST

testWhile
Idle

Idle
Connecti
on
Validity
Check

Whether to
verify the
validity of an
idle
connection
when an
application
applies for it
from the pool

- STRIN
G

LAST

testOnBo
rrow

Validity
Check
Before
Obtainin
g
Connecti
on

Check
whether a
connection is
valid before
obtaining it
from the
connection
pool.

- STRIN
G

LAST

testOnRe
turn

Validity
Check
Upon
Connecti
on
Return

Whether to
verify the
validity of a
connection
when it is
returned

- STRIN
G

LAST

minEvict
ableIdleT
imeMillis

Allowed
Connecti
on Idle
Time

Idle time that
is allowed for
connections
in the pool

- INT LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

timeBetw
eenEvicti
onRunsM
illis

Interval
for
Checking
Idle
Connecti
on
Validity

Interval for
checking the
validity of idle
connections

- INT LAST

driverNa
me

Driver Driver - STRIN
G

LAST

totalCon
nections

Total
Connecti
ons

Total number
of
connections

- INT LAST

activeCo
nnections

Active
Connecti
ons

Number of
active
connections

- INT LAST

idleConn
ections

Idle
Connecti
ons

Number of
idle
connections

- INT LAST

threadsA
waitingC
onnectio
n

Waiting
Connecti
ons

Number of
waiting
connections

- INT LAST

Connecti
on
details
(connect
ion)

url Connecti
on
Address

Connection
address

- ENUM LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency

- INT MAX

invokeCo
unt

Calls Number of
calls

- INT SUM

totalTim
e

Total
Time

Total time - INT SUM

errorCou
nt

Errors Number of
errors

- INT SUM

maxTime Max. RT Maximum
response time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000 ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Exception
(excepti
on:
Hikari
call
exception
statistics)

exception
Type

Exception
Type

Exception
type

- ENUM LAST

causeTyp
e

Exception
Class

Exception
class

- ENUM LAST

count Count Number of
times the
exception has
occurred

- INT SUM

message Exception
Message

Message
returned
when the
exception has
occurred

- STRIN
G

LAST

stackTrac
e

Exception
Stack

Exception
stack
information

- CLOB LAST

Version
(version)

version Version Version - STRIN
G

LAST
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7.3.10 Jetcd Monitoring
This section describes the types, names, and meanings of Jetcd metrics collected
by APM.

Table 7-29 Jetcd collection parameters

Param
eter

Data
Type

Applic
ation
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Parse
Value
or Not

radio JAVA false 2.2.8 - Whether to
parse the
value of the
key-value
pair. If it is
not parsed,
the value
will be
replaced
with a
question
mark (?).

 

Table 7-30 Jetcd metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Exception
(excepti
on: Jetcd
call
exception
statistics)

exception
Type

Exception
Type

Exception type - ENUM LAST

causeTyp
e

Exception
Class

Exception class - ENUM LAST

count Count Number of
times the
exception has
occurred

- INT SUM

message Exception
Message

Message
returned when
the exception
has occurred

- STRIN
G

LAST

stackTrac
e

Exception
Stack

Exception
stack
information

- CLOB LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Jetcd
UnaryRp
c call
monitori
ng
(naryRpc
)

endpoint
s

Cluster
Address

Address of the
etcd cluster

- ENUM LAST

request Request
Type

Request type
of the etcd API

- ENUM LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency

- INT MAX

errorCou
nt

Errors Number of
errors

- INT SUM

errorTrac
eId

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTrac
eId

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX

totalTim
e

Total RT Total response
time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range4 500–
1000 ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Jetcd
Watch
callback
monitori
ng
(watcher
)

listener listener Listener class
name
corresponding
to WatchImpl

- ENUM LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency

- INT MAX

errorCou
nt

Errors Number of
errors

- INT SUM

errorTrac
eId

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTrac
eId

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX

totalTim
e

Total RT Total response
time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000 ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Jetcd
KeepAliv
e
callback
monitori
ng
(KeepAli
ve)

observers observers StreamObserv
er class name
corresponding
to KeepAlive

- ENUM LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency

- INT MAX

errorCou
nt

Errors Number of
errors

- INT SUM

errorTrac
eId

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

slowTrac
eId

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX

totalTim
e

Total RT Total response
time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000 ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Jetcd
Election
Observe
callback
monitori
ng
(election
Observe)

listener Listener Listener bound
to the observe
call

- ENUM LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency

- INT MAX

errorCou
nt

Errors Number of
errors

- INT SUM

errorTrac
eId

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTrac
eId

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX

totalTim
e

Total RT Total response
time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range4 500–
1000 ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Jetcd
summary
(total)

errorCou
nt

Errors Total number
of errors

- INT SUM

invokeCo
unt

Calls Total number
of calls

- INT SUM

totalTim
e

Total RT Total response
time

- INT SUM

Jetcd
version
(version)

version Version Version - STRIN
G

LAST

 

7.3.11 MongoDB Monitoring
This section describes the types, names, and meanings of MongoDB metrics
collected by APM.
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Table 7-31 Collection parameters for MongoDB monitoring

Paramet
er

Data
Type

Applicati
on Type

Default
Value

Supporte
d Start
Agent
Version

Supporte
d End
Agent
Version

Descripti
on

TraceRep
ortTimeS
panThres
hold(ms)

integer JAVA 1 2.1.13 - Threshol
d for
reporting
getConne
ction
method
traces. If
the
threshold
is not
exceeded
, such
traces
will not
be
reported.

isParseOr
iginalCo
mmand

radio JAVA false 2.2.2 - Indicates
whether
to collect
original
Mongo
JSON
comman
ds.

 

Table 7-32 MongoDB metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Connecti
on
details
(connect
ion)

host Connected
Host

Connected
host

- ENU
M

LAST

concurre
ntMax

Max.
Concurren
cy

Maximum
concurrency

- INT MAX

invokeCo
unt

Calls Number of
calls

- INT SUM

totalTim
e

Total Time Total time - INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

errorCou
nt

Errors Number of
errors

- INT SUM

maxTime Max. RT Maximum
response time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100 ms Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

openedC
ount

Opened
Connectio
ns

Number of
opened
connections

- INT SUM

closedCo
unt

Closed
Connectio
ns

Number of
closed
connections

- INT SUM

idleClose
dCount

Connectio
ns Closed
Due to
Idling

Number of
connections
that are
closed due to
long idle time

- INT SUM

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 92



Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

lifeClosed
Count

Connectio
ns Closed
Due to
Keepalive
Timeout

Number of
connections
that are
closed due to
keepalive
timeout

- INT SUM

errorClos
edCount

Connectio
ns Closed
Due to
Errors

Number of
connections
that are
closed due to
errors

- INT SUM

staleClos
edCount

Connectio
ns Closed
Due to
Pool
Clearing

Number of
connections
that are
closed due to
pool clearing

- INT SUM

poolClos
edClosed
Count

Connectio
ns Closed
Due to
Pool
Closure

Number of
connections
that are
closed due to
pool closure

- INT SUM

Exception
(excepti
on:
exception
statistics
of
MongoD
B calls)

exception
Type

Exception
Type

Exception
type

- ENU
M

LAST

causeTyp
e

Exception
Class

Exception
class

- ENU
M

LAST

count Count Number of
times the
exception has
occurred

- INT SUM

message Exception
Message

Message
returned
when the
exception has
occurred

- STRIN
G

LAST

stackTrac
e

Exception
Stack

Exception
stack
information

- CLOB LAST

Cluster
informati
on
(clusterI
nfo)

clusterId Cluster ID Cluster ID - ENU
M

LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

hosts Cluster
Node
Informatio
n Set on
Client

Cluster node
information
set on the
client

- STRIN
G

LAST

MongoD
B call
monitori
ng
(client)

namespa
ce

Namespac
e

Namespace
corresponding
to the
MongoDB
operation

- ENU
M

LAST

comman
d

Command Command run
on the
MongoDB
server

- ENU
M

LAST

concurre
ntMax

Max.
concurrenc
y

Maximum
concurrency

- INT MAX

queryCou
nt

Read Rows Number of
read rows

- INT SUM

updateCo
unt

Updated
Rows

Number of
updated rows

- INT SUM

errorCou
nt

Errors Number of
errors

- INT SUM

errorTrac
eId

Error Trace
ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTrac
eId

Slow Trace
ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

totalTim
e

Total RT Total response
time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100 ms Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

MongoD
B version
(version)

version Version Version - STRIN
G

LAST

MongoD
B
summary
(total:
summary
of
MongoD
B call
statistics)

invokeCo
unt

Calls Total number
of calls

- INT SUM

queryCou
nt

Total Read
Rows

Total number
of read rows

- INT SUM

updateCo
unt

Total
Updated
Rows

Total number
of updated
rows

- INT SUM

errorCou
nt

Total
Errors

Total number
of errors

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

totalTim
e

Total RT Total response
time

- INT SUM

MongoD
B cluster
call
(cluster)

nodes Cluster
Node

Cluster node
information

- ENU
M

LAST

concurre
ntMax

Max.
Concurren
cy

Maximum
concurrency

- INT MAX

errorCou
nt

Errors Number of
errors

- INT SUM

errorTrac
eId

Error Trace
ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTrac
eId

Slow Trace
ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX

totalTim
e

Total RT Total response
time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100 ms Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range4 500–1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Connecti
on pool
monitori
ng
(connect
ionPool)

host Connectio
n Address

Connection
address

- ENU
M

LAST

maxSize Max. Pool
Size

Maximum
connection
pool size

- INT AVG

minSize Min. Pool
Size

Minimum
connection
pool size

- INT AVG

available
Count

Idle
Connectio
ns

Number of
idle
connections

- INT AVG

inUseCou
nt

Active
Connectio
ns

Number of
active
connections

- INT AVG

maxWait
TimeMs

Max.
Waiting
Time (ms)

Maximum
waiting time
of a
connection
(ms)

- INT AVG

maxConn
ectionLif
eTimeMs

Max.
Keepalive
Time

Maximum
keepalive
time of a
connection

- INT AVG

maxConn
ectionIdl
eTimeMs

Max. Idle
Time

Maximum idle
time of a
connection

- INT AVG
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

MongoD
B node
call
monitori
ng
(serverN
ode)

serverAd
dr

Node
Address

Node address - ENU
M

LAST

type Node Type Node type - STRIN
G

LAST

concurre
ntMax

Max.
Concurren
cy

Maximum
concurrency

- INT MAX

errorCou
nt

Errors Number of
errors

- INT SUM

errorTrac
eId

Error Trace
ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

slowTrac
eId

Slow Trace
ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

invokeCo
unt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error message - STRIN
G

LAST

maxTime Max. RT Maximum
response time

- INT MAX

totalTim
e

Total RT Total response
time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100 ms Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range4 500–1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

 

7.3.12 MySQL Database
This section describes the types, names, and meanings of MySQL database metrics
collected by APM.

Table 7-33 MySQL database collection parameters

Para
meter

Data
Type

Applic
ation
Type

Defaul
t

Supported
Start Agent
Version

Supported
End Agent
Version

Descriptio
n

Collec
t
Origin
al SQL
State
ment
or Not

radio JAVA false 2.0.0 - Whether to
collect and
report
original
SQL
statements
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Para
meter

Data
Type

Applic
ation
Type

Defaul
t

Supported
Start Agent
Version

Supported
End Agent
Version

Descriptio
n

Table
Name
for
Aggre
gation

array JAVA - 2.2.2 - Table name
specified
for SQL
statement
aggregatio
n. Tables
starting
with this
name will
be
aggregated
into the
same table.

 

Table 7-34 MySQL database metrics

Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

Database
connecti
on
(connect
ion: APM
counts
SQL call
statistics
by
database.
)

db Datab
ase

Database
name

- ENUM LAST

createdC
ount

Create
d
Conne
ctions

Number of
connections
created by the
database

- INT SUM

currentC
ount

Curren
t
Conne
ctions

Current
number of
connections of
the database

- INT SUM

destroye
dCount

Destro
yed
Conne
ctions

Number of
the database's
connections
that have
been
destroyed

- INT SUM

errorCou
nt

Errors Number of
errors that the
database
encounters

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

invokeCo
unt

Calls Number of
times that the
database is
called

- INT SUM

maxTime Max.
RT

Maximum
response time
of the
database

ms INT MAX

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–
100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–
1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

readRow
Count

Read
Rows

Number of
rows read
from the
database

- INT SUM

updatedR
owCount

Updat
ed
Rows

Number of
rows updated
in the
database

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

totalTim
e

Total
RT

Total response
time of the
database

ms INT SUM

slowestS
ql

Slowes
t SQL

Slowest SQL
statement of
the database
in the
collection
period

- STRING LAST

Exception
(excepti
on:
exception
statistics
about
SQL
calls)

causeTyp
e

Class Exception
class

- ENUM LAST

exception
Type

Except
ion
Type

Exception type - ENUM LAST

count Count Number of
exceptions

- INT SUM

message Messa
ge

Exception
message

- STRING LAST

sql Except
ion
SQL

SQL
statement
that
encounters an
exception

- STRING LAST

stackTrac
e

Except
ion
Stack

Exception
stack
information

- CLOB LAST

Version
(version:
MySQL
package
version)

version Versio
n

Driver
package
version

- STRING LAST

SQL
monitori
ng (sql:
APM
counts
call
statistics
by SQL.)

sql SQL
ID

Unique ID of
the SQL
statement,
which is used
for alarm
configuration

- ENUM LAST

concurre
ntMax

Max.
Concu
rrency

Maximum
concurrency of
the SQL
statement

- INT MAX

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 102



Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

errorCou
nt

Errors Number of
errors that the
SQL
statement
encounters

- INT SUM

errorTrac
eId

Error
Trace
ID

ID of the trace
that
encounters an
error in a
collection
period

- STRING LAST

invokeCo
unt

Calls Number of
times that the
SQL
statement is
called

- INT SUM

lastError Error
Messa
ge

SQL error
information

- STRING LAST

maxTime Max.
RT

Maximum
response time
of the SQL
statement

ms INT MAX

readRow
Count

Read
Rows

Number of
read rows of
the SQL
statement

- INT SUM

runningC
ount

Ongoi
ng
Execut
ions

Number of
SQL
statements
that are being
executed at
the time of
collection

- INT SUM

slowTrac
eId

Slow
Trace
ID

ID of the
slowest trace
in a collection
period

- STRING LAST

sqlString SQL
State
ment

SQL
statement

- STRING LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

totalTim
e

Total
RT

Total response
time

ms INT SUM

updatedR
owCount

Updat
ed
Rows

Number of
updated rows
of the SQL
statement

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–
100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–
1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

lastTraceI
d

Latest
Trace
ID

ID of the
latest trace in
a collection
period

- STRING LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

Summary
(total:
summary
about
SQL
statemen
t call
statistics)

invokeCo
unt

Calls Total number
of calls

- INT SUM

errorCou
nt

Errors Total number
of errors

- INT SUM

readRow
Count

Read
Rows

Total number
of read rows

- INT SUM

totalTim
e

RT Total response
time

ms INT SUM

updatedR
owCount

Updat
ed
Rows

Total number
of updated
rows

- INT SUM

 

7.3.13 ObsClient Monitoring
This section describes the types, names, and meanings of ObsClient metrics
collected by APM.

Table 7-35 ObsClient metrics

Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

Exception
(exception:
exception
statistics of
ObsClient
calls)

excepti
onType

Excepti
on
Type

Exception type - ENUM LAST

causeT
ype

Excepti
on
Class

Exception class - ENUM LAST

count Count Number of
times the
exception has
occurred

- INT SUM

messa
ge

Excepti
on
Messa
ge

Message
returned when
the exception
occurred

- STRIN
G

LAST

stackTr
ace

Excepti
on
Stack

Exception
stack
information

- CLOB LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

URL
monitoring
(obsClientI
nvocation:
APM
counts URL
call
statistics by
URL.)

client client client - ENUM LAST

url url Called URL - ENUM LAST

metho
d

HTTP
Metho
d

HTTP method
of the URL

- ENUM LAST

concur
rentMa
x

Max.
Concur
rency

Maximum
concurrency of
the URL

- INT MAX

errorCo
unt

Errors Number of call
errors of the
URL

- INT SUM

hostUri hostUr
i

hostUri - STRIN
G

LAST

invoke
Count

Calls Number of
times that the
URL is called

- INT SUM

lastErr
or

Error
Messa
ge

Error details - STRIN
G

LAST

maxTi
me

Max.
RT

Maximum
response time
of the called
URL

- INT MAX

respon
seClose
Count

Closed
Respo
nses

Number of
responses that
are closed

- INT SUM

totalTi
me

Total
RT

Total response
time of the
called URL

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–
100
ms

Number of
requests with
10–100 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

range3 100–
500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Status code
statistics
(code: APM
counts URL
call
statistics by
status
code.)

code Status
Code

Status code - ENUM LAST

url URL URL that
returns the
status code

- STRIN
G

LAST

count Count Number of
times that the
status code
has occurred

- INT SUM

ObsClient
summary
(total)

errorCo
unt

Total
Reque
st
Errors

Total number
of request
errors

- INT SUM

invoke
Count

Calls Total number
of calls

- INT SUM

totalTi
me

Total
RT

Total response
time

- INT SUM

 

7.3.14 Oracle Database
This section describes the types, names, and meanings of Oracle database metrics
collected by APM.
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Table 7-36 Oracle database collection parameters

Paramet
er

Data
Type

Applic
ation
Type

Def
ault

Supported
Start Agent
Version

Supported
End Agent
Version

Descriptio
n

Collect
Original
SQL
Statemen
t or Not

radio JAVA fals
e

2.2.9 - Whether to
collect and
report
original
SQL
statements

 

Table 7-37 Oracle database metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Database
connecti
on
(connect
ion: APM
counts
SQL call
statistics
by
database.
)

db Database Database
name

- ENUM LAST

createdC
ount

Created
Connecti
ons

Number of
connections
created by the
database

- INT SUM

currentC
ount

Current
Connecti
ons

Current
number of
connections of
the database

- INT SUM

destroye
dCount

Destroye
d
Connecti
ons

Number of the
database's
connections
that have been
destroyed

- INT SUM

errorCou
nt

Errors Number of
errors that the
database
encounters

- INT SUM

invokeC
ount

Calls Number of
times that the
database is
called

- INT SUM

maxTim
e

Max. RT Maximum
response time
of the
database

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–
1000 ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

ranges Custom
RT
Range

Custom
response time
range

- STRIN
G

LAST

readRow
Count

Read
Rows

Number of
rows read
from the
database

- INT SUM

updated
RowCou
nt

Updated
Rows

Number of
rows updated
in the
database

- INT SUM

totalTim
e

Total RT Total response
time of the
database

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

slowestS
ql

Slowest
SQL

Slowest SQL
statement of
the database
in the
collection
period

- STRIN
G

LAST

Exception
(excepti
on: APM
counts
SQL call
statistics
by
database.
)

causeTy
pe

Class Exception class - ENUM LAST

exceptio
nType

Exceptio
n Type

Exception type - ENUM LAST

count Count Number of
exceptions

- INT SUM

message Message Exception
message

- STRIN
G

LAST

sql Exceptio
n SQL

SQL statement
that
encounters an
exception

- STRIN
G

LAST

stackTra
ce

Exceptio
n Stack

Exception
stack
information

- CLOB LAST

Version
(version:
Oracle
package
version)

version Version Driver package
version

- STRIN
G

LAST

SQL
monitori
ng (sql:
APM
counts
call
statistics
by SQL.)

sql SQL ID Unique ID of
the SQL
statement,
which is used
for alarm
configuration

- ENUM LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency of
the SQL
statement

- INT MAX

errorCou
nt

Errors Number of
errors that the
SQL statement
encounters

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

errorTra
ceId

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRIN
G

LAST

invokeC
ount

Calls Number of
times that the
SQL statement
is called

- INT SUM

lastError Error
Message

SQL error
information

- STRIN
G

LAST

maxTim
e

Max. RT Maximum
response time
of the SQL
statement

- INT MAX

readRow
Count

Read
Rows

Number of
read rows of
the SQL
statement

- INT SUM

running
Count

Ongoing
Executio
ns

Number of
SQL
statements
that are being
executed at
the time of
collection

- INT SUM

slowTrac
eId

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

sqlString SQL
Stateme
nt

SQL statement - STRIN
G

LAST

totalTim
e

Total RT Total response
time

- INT SUM

updated
RowCou
nt

Updated
Rows

Number of
updated rows
of the SQL
statement

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–
1000 ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

ranges Custom
RT
Range

Custom
response time
range

- STRIN
G

LAST

Summary
(total:
summary
about
SQL
statemen
t call
statistics)

nvokeCo
unt

Calls Total number
of calls

- INT SUM

errorCou
nt

Errors Total number
of errors

- INT SUM

readRow
Count

Read
Rows

Total number
of read rows

- INT SUM

totalTim
e

RT Total response
time

- INT SUM

updated
RowCou
nt

Updated
Rows

Total number
of updated
rows

- INT SUM
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7.3.15 PostgreSQL Database
This section describes the types, names, and meanings of PostgreSQL database
metrics collected by APM.

Table 7-38 PostgreSQL database collection parameters

Param
eter

Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Collect
Origina
l SQL
Statem
ent or
Not

radio JAVA false 2.0.0 - Whether to
collect and
report original
SQL
statements

 

Table 7-39 PostgreSQL database metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Database
connectio
n
(connect
ion: APM
counts
SQL call
statistics
by
database.
)

db Databa
se

Database name - ENUM LAST

created
Count

Created
Connec
tions

Number of
connections
created by the
database

- INT SUM

current
Count

Current
Connec
tions

Current number
of connections
of the database

- INT SUM

destroy
edCoun
t

Destroy
ed
Connec
tions

Number of the
database's
connections
that have been
destroyed

- INT SUM

errorCo
unt

Errors Number of
errors that the
database
encounters

- INT SUM

invokeC
ount

Calls Number of
times that the
database is
called

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

maxTim
e

Max.
RT

Maximum
response time
of the database

- INT MAX

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
200 ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–
1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than 10s

- INT SUM

readRo
wCount

Read
Rows

Number of
rows read from
the database

- INT SUM

updated
RowCou
nt

Update
d Rows

Number of
rows updated
in the database

- INT SUM

totalTi
me

Total
RT

Total response
time of the
database

- INT SUM

slowest
Sql

Slowest
SQL

Slowest SQL
statement of
the database in
the collection
period

- STRING LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Exception
(excepti
on:
exception
statistics
about
SQL
calls)

causeTy
pe

Class Exception class - ENUM LAST

exceptio
nType

Excepti
on Type

Exception type - ENUM LAST

count Count Number of
exceptions

- INT SUM

messag
e

Messag
e

Exception
message

- STRING LAST

sql Excepti
on SQL

SQL statement
that encounters
an exception

- STRING LAST

stackTra
ce

Excepti
on
Stack

Exception stack
information

- CLOB LAST

Version
(version:
PostgreS
QL
package
version)

version Version Driver package
version

- STRING LAST

SQL
monitori
ng (sql:
APM
counts
call
statistics
by SQL.)

sql SQL ID Unique ID of
the SQL
statement,
which is used
for alarm
configuration

- ENUM LAST

concurr
entMax

Max.
Concurr
ency

Maximum
concurrency of
the SQL
statement

- INT MAX

errorCo
unt

Errors Number of
errors that the
SQL statement
encounters

- INT SUM

errorTra
ceId

Error
Trace
ID

ID of the trace
that encounters
an error in a
collection
period

- STRING LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

invokeC
ount

Calls Number of
times that the
SQL statement
is called

- INT SUM

lastErro
r

Error
Messag
e

SQL error
information

- STRING LAST

maxTim
e

Max.
RT

Maximum
response time
of the SQL
statement

- INT MAX

readRo
wCount

Read
Rows

Number of read
rows of the SQL
statement

- INT SUM

running
Count

Ongoin
g
Executi
ons

Number of SQL
statements that
are being
executed at the
time of
collection

- INT SUM

slowTra
ceId

Slow
Trace
ID

ID of the
slowest trace in
a collection
period

- STRING LAST

sqlStrin
g

SQL
Statem
ent

SQL statement - STRING LAST

totalTi
me

Total
RT

Total response
time

- INT SUM

updated
RowCou
nt

Update
d Rows

Number of
updated rows
of the SQL
statement

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range3 100–
200 ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–
1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than 10s

- INT SUM

Summary
(total:
summary
about
SQL
statemen
t call
statistics)

invokeC
ount

Calls Total number
of calls

- INT SUM

errorCo
unt

Errors Total number
of errors

- INT SUM

readRo
wCount

Read
Rows

Total number
of read rows

- INT SUM

totalTi
me

RT Total response
time

- INT SUM

updated
RowCou
nt

Update
d Rows

Total number
of updated
rows

- INT SUM

 

7.4 URLs
APM collects URL call statistics, covering CSEProvider cluster, Dubbo server,
FunctionGraph, and URL monitoring. This section describes the types, names, and
meanings of URL metrics collected by APM.

7.4.1 CSEProvider Cluster Monitoring
This section describes the types, names, and meanings of CSEProvider cluster
metrics collected by APM.
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Table 7-40 CSEProvider collection parameters

Param
eter

Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Blockli
st
Config
uration

obj_arr
ay

JAVA - 2.0.0 - URLs in the
blacklist will not
be collected.
There are four
modes:
"startwith",
"endwith",
"include", and
"regex".

Max.
Status
Code
Length

intege
r

JAVA 0 2.0.0 - The system
parses the body
content within
the specified
length and
obtains the
corresponding
service status
code.

Key for
Status
Code
Parsing

array JAVA - 2.0.0 - Key based on
which the
corresponding
body content is
to be obtained
and reported as
the service
status code

Norma
l
Status
Code

array JAVA - 2.0.0 - If the obtained
status code is
not within the
range, the
request is
regarded as an
error trace.
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Param
eter

Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Slow
Reques
t
Thresh
old

intege
r

JAVA 800 2.0.0 - Slow request
threshold. If the
threshold is
crossed, a URL
will be regarded
as a slow URL.
The system will
automatically
increase the
sampling ratio
for it.

Slow
URL
Thresh
old

obj_arr
ay

JAVA - 2.0.0 - Slow request
threshold. If this
threshold is
crossed, the
URL is defined
as a slow URL.
In that case, the
system
automatically
increases the
sampling ratio
for it. There are
four sampling
policies: 1. Full
sampling; 2.
Percentage
sampling; 3.
Fixed-quantity
sampling per
minute; 4.
Automatic
sampling.

Key for
Header
Value
Interce
ption

array JAVA - 2.0.0 - Key based on
which header
value content is
to be
intercepted
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Table 7-41 CSEProvider cluster metrics

Category Metri
c

Name Description Unit Data
Type

Default
Aggregati
on Mode

CSEProvider
cluster
monitoring
(cluster:
APM counts
call
statistics
based on
the ID of
the caller's
cluster.)

cluster
Id

Cluster
ID

Cluster ID of the
caller

- ENUM LAST

errorC
ount

Errors Number of times
that the cluster
fails to be called

- INT SUM

invoke
Count

Calls Number of
cluster calls

- INT SUM

maxTi
me

Max.
RT

Maximum
response time for
calling the cluster

ms INT MAX

totalTi
me

Total
RT

Total response
time for calling
the cluster

ms INT SUM

CSEProvider
call details
(detail:
APM counts
call
statistics by
URL.)

qualifi
edNa
me

Call
URL

Called URL of
CSEProvider

- ENUM LAST

metho
d

HTTP
Method

HTTP method of
the called
CSEProvider URL

- ENUM LAST

concu
rrent
Max

Max.
Concurr
ency

Maximum
concurrency of
the CSEProvider
URL

- INT MAX

errorC
ount

Errors Number of errors
occur when the
CSEProvider URL
is called

- INT SUM

invoke
Count

Calls Number of times
that the
CSEProvider URL
is called

- INT SUM

lastErr
or

Error
Messag
e

Call error details - STRIN
G

LAST

maxTi
me

Max.
RT

Maximum
response time for
calling the
CSEProvider URL

ms INT MAX
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Category Metri
c

Name Description Unit Data
Type

Default
Aggregati
on Mode

totalTi
me

Total
RT

Total response
time for calling
the CSEProvider
URL

ms INT SUM

range
1

0–10
ms

Number of
requests with 0–
10 ms response
time

- INT SUM

range
2

10–100
ms

Number of
requests with 10–
100 ms response
time

- INT SUM

range
3

100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range
4

500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range
5

1–10s Number of
requests with 1–
10s response time

- INT SUM

range
6

> 10s Number of
requests with
response time
longer than 10s

- INT SUM

CSEProvider
summary
(total:
summary
of all URL
statistics)

errorC
ount

Errors Total number of
CSEProvider call
errors

- INT SUM

invoke
Count

Calls Total number of
CSEProvider calls

- INT SUM

totalTi
me

Total
RT

Total response
time of calling
CSEProvider

ms INT SUM

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 121



Category Metri
c

Name Description Unit Data
Type

Default
Aggregati
on Mode

Status code
monitoring
(statuscod
e: APM
counts URL
call
statistics
based on
the status
code
returned.)

code Status
Code

HTTP status code - ENUM LAST

count Count Number of times
that the status
code has occurred

- INT SUM

url Sample
URL

Sample URL
which returns the
status code

- STRIN
G

LAST

 

7.4.2 DubboProvider Monitoring
This section describes the types, names, and meanings of DubboProvider metrics
collected by APM.

Table 7-42 DubboProvider collection parameters

Param
eter

Data
Type

Appli
catio
n
Type

Defau
lt

Supported
Start Agent
Version

Supported
End Agent
Version

Description

invocat
ionDet
ail

radio JAVA false 2.0.0 - Whether to
collect call
details such
as
parameters
and return
values
(Default: not
collect)

invocat
ionLen
gth

intege
r

JAVA 1000 2.0.0 - Length of the
call details to
be collected
(Default:
1000 bytes)

attach
mentD
etail

radio JAVA false 2.0.0 - Whether to
collect
attachment
(Default: not
collect)
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Param
eter

Data
Type

Appli
catio
n
Type

Defau
lt

Supported
Start Agent
Version

Supported
End Agent
Version

Description

attach
mentL
ength

intege
r

JAVA 1000 2.0.0 - Length of the
attachment
to be
collected
(Default:
1000 bytes)

attach
mentK
eys

array JAVA - 2.0.0 - Key to be
collected
from Dubbo
attachment

fieldFil
terKeys

array JAVA - 2.0.0 - Sensitive
information
key to be
filtered from
Dubbo call
parameters
and returned
information

slowRe
questT
hreshol
d

intege
r

JAVA 800 2.0.0 - Threshold for
determining
that a
request is
slow (unit:
ms)
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Param
eter

Data
Type

Appli
catio
n
Type

Defau
lt

Supported
Start Agent
Version

Supported
End Agent
Version

Description

slowTr
aceCou
ntStats

string JAVA 100,5
0,10,2

2.0.0 - Sampling
configuration
to be applied
when a slow
request is
detected
(Example:
For
"100,50,10,2"
, the first
three values
respectively
indicate the
sampling
ratio (%)
under low,
medium, and
high CPU
loads, and
the last value
indicates the
minimum
number of
samples to
be collected
for each
method.)
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Param
eter

Data
Type

Appli
catio
n
Type

Defau
lt

Supported
Start Agent
Version

Supported
End Agent
Version

Description

errorTr
aceCou
ntStats

string JAVA 100,5
0,10,2

2.0.0 - Default
sampling
ratio
configuration
when an
error call is
detected
(Example:
For
"100,50,10,2"
, the first
three values
respectively
indicate the
sampling
ratio (%)
under low,
medium, and
high CPU
loads, and
the last value
indicates the
minimum
number of
samples to
be collected
for each
method.)
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Param
eter

Data
Type

Appli
catio
n
Type

Defau
lt

Supported
Start Agent
Version

Supported
End Agent
Version

Description

traceC
ountSt
ats

string JAVA 20,10,
5,1

2.0.0 - Default
sampling
ratio
configuration
(Example:
For
"20,10,5,1",
the first
three values
respectively
indicate the
sampling
ratio (%)
under low,
medium, and
high CPU
loads, and
the last value
indicates the
minimum
number of
samples to
be collected
for each
method.)

exclud
eMeth
ods

string JAVA [{"gro
up":"
mock
"},
{"serv
ice":"
mock*
"}]

2.0.0 - Method not
to be traced
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Param
eter

Data
Type

Appli
catio
n
Type

Defau
lt

Supported
Start Agent
Version

Supported
End Agent
Version

Description

specM
ethods

string JAVA {{"gro
up":"
mock
"}:
{"perc
entag
e":10,
"perio
dCou
nt":10
00,"sa
mpleT
ype":"
4","sl
owRe
quest
Thres
hold":
800}}

2.0.0 - Only call
information
about the
methods that
match the
rule is
collected.

Defaul
tSampl
eConfi
g

string JAVA {"perc
entag
e":10,
"perio
dCou
nt":10
00,"sa
mpleT
ype":"
4","sl
owRe
quest
Thres
hold":
800}

2.0.0 - Default
sampling
configuration
(If you
customize
Dubbo
sampling,
your
configuration
will overwrite
the global
configuration
of APM.)
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Table 7-43 Dubbo server metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Method
call
(invocati
on)

serviceU
niqueNa
me

serviceU
niqueNa
me

Unique
service
identifier
(group
+interface
+version)

- ENUM LAST

method method Method - ENUM LAST

source Source Call source - ENUM LAST

lastError lastError Error
message

- STRING LAST

slowTrac
eId

slowTrac
eId

Slowest trace
ID

- STRING LAST

errorTrac
eId

errorTrac
eId

Error trace ID - STRING LAST

range1 range1 Number of
requests with
0–10 ms
response
time

- INT SUM

range2 range2 Number of
requests with
10–100 ms
response
time

- INT SUM

range3 range3 Number of
requests with
100–500 ms
response
time

- INT SUM

range4 range4 Number of
requests with
500–1000 ms
response
time

- INT SUM

range5 range5 Number of
requests with
1–10s
response
time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range6 range6 Number of
requests with
response
time longer
than 10s

- INT SUM

invokeCo
unt

invokeCo
unt

Number of
calls

- INT SUM

totalTim
e

Total RT Total
response
time

ms INT SUM

maxTime Max. RT Maximum
response
time

ms INT MAX

errorCou
nt

errorCou
nt

Number of
errors

- INT SUM

runningC
ount

runningC
ount

Number of
tasks that are
being
executed

- INT SUM

concurre
ntMax

concurre
ntMax

Maximum
concurrency

- INT MAX

Host
summary
(cluster)

cluster cluster Host - ENUM LAST

range1 range1 Number of
requests with
0–10 ms
response
time

- INT SUM

range2 range2 Number of
requests with
10–100 ms
response
time

- INT SUM

range3 range3 Number of
requests with
100–500 ms
response
time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range4 range4 Number of
requests with
500–1000 ms
response
time

- INT SUM

range5 range5 Number of
requests with
1–10s
response
time

- INT SUM

range6 range6 Number of
requests with
response
time longer
than 10s

- INT SUM

invokeCo
unt

invokeCo
unt

Number of
calls

- INT SUM

totalTim
e

Total RT Total
response
time

ms INT SUM

maxTime Max. RT Maximum
response
time

ms INT MAX

errorCou
nt

errorCou
nt

Number of
errors

- INT SUM

runningC
ount

runningC
ount

Number of
tasks that are
being
executed

- INT SUM

concurre
ntMax

concurre
ntMax

Maximum
concurrency

- INT MAX

Return
code
summary
(resultC
ode)

code code Return code - ENUM LAST

count count Number of
calls

- INT SUM

lastMeth
od

lastMeth
od

Last
exception
type

- STRING LAST

Summar
y (total)

lastError lastError Error
message

- STRING LAST

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 130



Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

slowTrac
eId

slowTrac
eId

Slowest trace
ID

- STRING LAST

errorTrac
eId

errorTrac
eId

Error trace ID - STRING LAST

range1 range1 Number of
requests with
0–10 ms
response
time

- INT SUM

range2 range2 Number of
requests with
10–100 ms
response
time

- INT SUM

range3 range3 Number of
requests with
100–500 ms
response
time

- INT SUM

range4 range4 Number of
requests with
500–1000 ms
response
time

- INT SUM

range5 range5 Number of
requests with
1–10s
response
time

- INT SUM

range6 range6 Number of
requests with
response
time longer
than 10s

- INT SUM

invokeCo
unt

invokeCo
unt

Number of
calls

- INT SUM

totalTim
e

Total RT Total
response
time

ms INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

maxTime Max. RT Maximum
response
time

ms INT MAX

errorCou
nt

errorCou
nt

Number of
errors

- INT SUM

runningC
ount

runningC
ount

Number of
tasks that are
being
executed

- INT SUM

concurre
ntMax

concurre
ntMax

Maximum
concurrency

- INT MAX

Thread
pool
(threadP
ool)

poolId poolId Unique ID of
a thread pool

- ENUM LAST

poolType poolType Custom
Dubbo
thread pool
type, such as
fixed, cached,
or limited

- STRING LAST

activeCo
unt

activeCo
unt

Number of
active
threads

- INT SUM

corePool
Size

corePool
Size

Number of
core threads

- INT SUM

maximu
mPoolSiz
e

maximu
mPoolSiz
e

Maximum
number of
core threads

- INT SUM

poolSize poolSize Size of the
thread pool

- INT SUM

queueSiz
e

queueSiz
e

Size of the
waiting
queue

- INT SUM

taskCoun
t

taskCoun
t

Number of
tasks

- INT SUM

Client
version
(version)

version version Client version - STRING LAST
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7.4.3 FunctionGraph Monitoring
This section describes the types, names, and meanings of FunctionGraph metrics
collected by APM.

Table 7-44 Collection parameters for FunctionGraph monitoring

Para
mete
r

Data
Type

Applic
ation
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Samp
ling
Type

radio JAVA 4 1.0.0 - Sampling type.
Options: full
sampling,
percentage
sampling,
fixed-quantity
sampling per
minute, and
intelligent
sampling
(default).

Samp
ling
Ratio

integ
er

JAVA 10 1.0.0 - Percentage of
samples to the
total number
of trace data
records

Samp
les/
Minut
e

integ
er

JAVA 1000 1.0.0 - Number of
trace data
records
collected every
minute.

Slow
Requ
est
Thres
hold

integ
er

JAVA 800 2.0.0 - Slow request
threshold. If
the threshold is
crossed, the
method is
regarded as a
slow method.
In that case,
the trace
sampling ratio
will be
increased by
default.
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Para
mete
r

Data
Type

Applic
ation
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Meth
od
Confi
gurati
on

obj_a
rray

JAVA - 2.0.0 - Configure the
slow request
threshold and
sampling ratio
for each
method
separately. The
following
sampling
policies can be
set: percentage
sampling,
fixed-quantity
sampling per
minute, and
automatic
sampling.

 

Table 7-45 FunctionGraph metrics

Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

Method
monitorin
g (detail:
APM
counts
URL call
statistics
by
function
method.)

method Metho
d

Request
method

- ENUM LAST

concurren
tMax

Max.
Concu
rrency

Maximum
concurrency
of the
method

- INT MAX

errorCoun
t

Errors Number of
times that
the method
fails to be
called

- INT SUM

invokeCou
nt

Calls Number of
times that
the method is
called

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

maxTime Max.
RT

Maximum
response time
of the
method in a
collection
period

ms INT MAX

runningCo
unt

Ongoi
ng
Execut
ions

Number of
executions of
the method
at the time of
collection

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–
100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

totalTime Total
RT

Total
response time
of the
method

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

Cluster
call
(cluster:
APM
counts
URL call
statistics
based on
the cluster
ID of the
caller.)

clusterId Cluster
ID

Cluster ID of
the caller

- ENUM LAST

invokeCou
nt

Calls Number of
times the
cluster is
called

- INT SUM

totalTime Total
RT

Total
response time
for calling the
cluster

ms INT SUM

errorCoun
t

Errors Number of
times that
the cluster
fails to be
called

- INT SUM

 

7.4.4 URL Monitoring
This section describes the types, names, and meanings of URL metrics collected by
APM.

Table 7-46 Collection parameters for URL monitoring

Paramet
er

Data
Type

Applic
ation
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Key for
Header
Value
Intercepti
on

array JAVA - 2.0.0 - Key based
on which
header value
content is to
be
intercepted

Key for
Paramete
r Value
Intercepti
on

array JAVA - 2.0.0 - Key based
on which
parameter
value
content is to
be
intercepted
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Paramet
er

Data
Type

Applic
ation
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Key for
Cookie
Value
Intercepti
on

array JAVA - 2.0.0 - Key based
on which
cookie value
content is to
be
intercepted

URL
Collectio
n
Configur
ation

obj_ar
ray

JAVA - 2.0.0 - URL
collection
configuratio
n, based on
which
RESTful
URLs are
normalized.
There are
four modes:
"startwith",
"endwith",
"include",
and "regex".

Blocklist
Configur
ation

obj_ar
ray

JAVA - 2.0.0 - URLs that
match the
specified
rule will not
be collected.
There are
four modes:
"startwith",
"endwith",
"include",
and "regex".

Service
Code
Length

integ
er

JAVA 0 2.0.0 - Maximum
length of the
body
content to
be collected
for service
code parsing
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Paramet
er

Data
Type

Applic
ation
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Key for
Service
Code
Intercepti
on

array JAVA - 2.0.0 - Specify a
key. Then
the system
parses the
key in the
body (JSON)
and obtains
the service
status code
based on the
key.

Normal
Service
Code

array JAVA - 2.0.0 - Normal
service code
range. If a
service code
is not within
this range,
the
correspondin
g trace is
regarded as
an error
trace.

Slow
Request
Threshol
d

integ
er

JAVA 800 2.0.0 - Slow request
threshold. If
the
threshold is
crossed, the
URL is
regarded as
a slow URL.
In that case,
the trace
sampling
ratio will be
increased by
default.
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Paramet
er

Data
Type

Applic
ation
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

URL
Configur
ation

obj_ar
ray

JAVA - 2.0.0 - Configure
the slow
request
threshold
and
sampling
ratio for
each URL
separately.
The
following
sampling
policies can
be set:
percentage
sampling,
fixed-
quantity
sampling per
minute, and
automatic
sampling.

Error
Code

radio JAVA 500 2.0.0 - Status codes
that are
counted as
errors

Auto URL
Normaliz
ation

radio JAVA false 2.3.11 - Whether the
URL will be
automaticall
y normalized

 

Table 7-47 URL metrics

Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

Summary
(total,
URL call
statistics
summary)

errorCo
unt

Errors Total number
of errors

- INT SUM

invoke
Count

Calls Total number
of calls

- INT SUM

totalTi
me

Total
RT

Total response
time

ms INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

satisfie
dCount

Satisfie
d
Reques
ts

Number of
satisfied
requests

- INT SUM

tolerati
ngCoun
t

Tolerab
le
Reques
ts

Number of
tolerable
requests

- INT SUM

Status
code
(statusco
de: APM
counts
URL call
statistics
based on
the status
code
returned.)

code Status
Code

Status code - ENUM LAST

count Calls Number of
times that the
status code has
occurred

- INT SUM

url Sample
URL

Sample URL
which returns
the status code
in a collection
period

- STRIN
G

LAST

URL
monitorin
g (url:
APM
counts
URL call
statistics
by URL.)

url URL Request URL - ENUM LAST

method HTTP
Metho
d

Request HTTP
method

- ENUM LAST

concurr
entMax

Max.
Concur
rency

Maximum
concurrency of
the URL

- INT MAX

errorCo
unt

Errors URL call errors - INT SUM

invoke
Count

Calls Number of
times that the
URL is called

- INT SUM

lastErro
r

Error
Messag
e

Error details - STRIN
G

LAST

maxTi
me

Max.
RT

Maximum
response time
of the URL in a
collection
period

ms INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

maxTi
meNati
veUrl

Slowest
URL

Slowest URL in
the collection
period

- STRIN
G

LAST

runnin
gCount

Ongoin
g
Executi
ons

Number of
tasks that are
being executed
at the time of
collection

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

totalTi
me

Total
RT

Total response
time

ms INT SUM

isRoot Root
Span
or Not

Whether the
span is a root
span

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

satisfie
dCount

Satisfie
d
Reques
ts

Number of
satisfied
requests

- INT SUM

tolerati
ngCoun
t

Tolerab
le
Reques
ts

Number of
tolerable
requests

- INT SUM

Cluster
call (user:
APM
counts
URL call
statistics
based on
the cluster
ID of the
caller.)

clusterI
d

Cluster
ID

Cluster ID of
the caller

- ENUM LAST

invoke
Count

Calls Number of
times the
cluster is called

- INT SUM

total1x
xCount

1xx
Count

Number of
times that a
1xx status code
was returned

- INT SUM

total2x
xCount

2xx
Count

Number of
times that a
2xx status code
was returned

- INT SUM

total3x
xCount

3xx
Count

Number of
times that a
3xx status code
was returned

- INT SUM

total4x
xCount

4xx
Count

Number of
times that a
4xx status code
was returned

- INT SUM

total5x
xCount

5xx
Count

Number of
times that a
5xx status code
was returned

- INT SUM

totalTi
me

Total
RT

Total response
time for calling
the cluster

ms INT SUM

errorCo
unt

Errors Number of
times that the
cluster fails to
be called

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

concurr
entMax

Max.
Concur
rency

Maximum
concurrency of
the cluster

- INT MAX

maxTi
me

Max.
RT

Maximum
response time
of the URL in a
collection
period

ms INT MAX

 

7.5 External Calls
APM collects external call metrics, covering ApacheHttpAsyncClient connection
pool, ApacheHttpClient connection pool, CSEConsumer cluster, Dubbo client, and
HttpClient. This section describes the types, names, and meanings of external call
metrics collected by APM.

7.5.1 ApacheHttpAsyncClient Connection Pool
This section describes the types, names, and meanings of ApacheHttpAsyncClient
connection pool metrics collected by APM.

Table 7-48 ApacheHttpAsyncClient collection parameters

Param
eter

Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Thresh
old
(ms)
for
Reporti
ng
Conne
ction
Trace

integ
er

JAVA 1 2.1.6 - Threshold
(ms) for
reporting
connection
traces

Obtain
Pool
Info or
Not

radio JAVA 1 2.1.6 - Whether to
obtain pool
information
when getting
connections
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Table 7-49 ApacheHttpAsyncClient connection pool metrics

Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

Connectio
n pool
(connecti
onPool:
statistics
about
ApacheHt
tpAsyncCli
ent
connectio
ns in
different
states)

poolId Connectio
n Pool ID

ApacheHttpAsy
ncClient
connection pool
ID

- ENU
M

LAST

available Idle
Connectio
ns

Number of idle
connections in
the connection
pool

- INT SUM

leased Occupied
Connectio
ns

Number of
connections
occupied

- INT SUM

max Max.
Connectio
ns

Maximum
number of
connections in
the connection
pool

- INT MAX

pending Pending
Connectio
ns

Number of
pending
connections in
the connection
pool

- INT SUM

Connectio
n pool
route
(collectio
nPoolRou
te: APM
counts
connectio
n statistics
by pool
route.)

poolId Connectio
n Pool ID

ApacheHttpAsy
ncClient
connection pool
ID

- ENU
M

LAST

route Route Routing
information of
the connection
pool

- ENU
M

LAST

available Idle
Connectio
ns

Number of idle
connections in
the connection
pool

- INT SUM

leased Occupied
Connectio
ns

Number of
connections
occupied

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

max Max.
Connectio
ns

Maximum
number of
connections in
the connection
pool

- INT MAX

pending Pending
Connectio
ns

Number of
pending
connections in
the connection
pool

- INT SUM

Connectio
n details
(connecti
on)

route Route Route - ENU
M

LAST

invokeCou
nt

Calls Number of calls - INT SUM

totalTime Total
Time

Total time - INT SUM

errorCoun
t

Errors Number of
errors

- INT SUM

maxTime Max. RT Maximum
response time

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

range6 > 10s Number of
requests with
response time
longer than 10s

- INT SUM

concurren
tMax

Max.
Concurren
cy

Maximum
concurrency

- INT MAX

 

7.5.2 ApacheHttpClient Connection Pool
This section describes the types, names, and meanings of ApacheHttpClient
connection pool metrics collected by APM.

Table 7-50 ApacheHttpClient connection pool metrics

Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

Connectio
n pool
(connecti
onPool:
statistics
about
ApacheHt
tpclient
connectio
ns in
different
states)

poolId Connec
tion
Pool ID

ApacheHttpcl
ient
connection
pool ID

- ENU
M

LAST

availa
ble

Idle
Connec
tions

Number of
idle
connections
in the
connection
pool

- INT SUM

leased Occupie
d
Connec
tions

Number of
connections
occupied

- INT SUM

max Max.
Connec
tions

Maximum
number of
connections
in the
connection
pool

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

pendin
g

Pendin
g
Connec
tions

Number of
pending
connections
in the
connection
pool

- INT SUM

Connectio
n pool
route
(collectio
nPoolRou
te: APM
counts
connectio
n statistics
by pool
route.)

poolId Connec
tion
Pool ID

ApacheHttpCl
ient
connection
pool ID

- ENU
M

LAST

route Route Routing
information
of the
connection
pool

- ENU
M

LAST

availa
ble

Idle
Connec
tions

Number of
idle
connections
in the
connection
pool

- INT SUM

leased Occupie
d
Connec
tions

Number of
connections
occupied

- INT SUM

max Max.
Connec
tions

Maximum
number of
connections
in the
connection
pool

- INT MAX

pendin
g

Pendin
g
Connec
tions

Number of
pending
connections
in the
connection
pool

- INT SUM

 

7.5.3 CSEConsumer Cluster Monitoring
This section describes the types, names, and meanings of CSEConsumer cluster
metrics collected by APM.
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Table 7-51 CSEConsumer cluster metrics

Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

CSEConsu
mer
cluster
monitorin
g (cluster:
APM
counts
call
statistics
based on
the ID of
the cluster
called by
CSEConsu
mer.)

clusterI
d

Cluster
ID

ID of the cluster
where the called
service is located

- ENUM LAST

errorCo
unt

Errors Number of errors - INT SUM

invokeC
ount

Calls Number of times
the cluster is
called

- INT SUM

maxTim
e

Max. RT Maximum
response time for
calling the cluster

ms INT MAX

totalTi
me

Total RT Total response
time for calling
the cluster

ms INT SUM

CSEConsu
mer call
details
(detail:
APM
counts the
call
statistics
based on
the called
URL.)

qualifie
dName

Call
URL

CSEConsumer call
URL

- ENUM LAST

method HTTP
Method

HTTP method for
CSEConsumer
calling

- ENUM LAST

concurr
entMax

Max.
Concurr
ency

Maximum
number of
concurrent
CSEConsumer
calls

- INT MAX

errorCo
unt

Errors Number of
CSEConsumer call
errors

- INT SUM

errorTra
ceId

Error
Trace ID

ID of the error
trace in a
collection period

- STRIN
G

LAST

slowTra
ceId

Slowest
Trace ID

ID of the slowest
trace in a
collection period

- STRIN
G

LAST

invokeC
ount

Calls Number of
CSEConsumer
calls

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

lastErro
r

Error
Messag
e

Call error details - STRIN
G

LAST

maxTim
e

Max. RT Maximum
response time for
CSEConsumer
calling

ms INT MAX

totalTi
me

Total RT Total response
time for
CSEConsumer
calling

ms INT SUM

range1 0–10
ms

Number of
requests with 0–
10 ms response
time

- INT SUM

range2 10–100
ms

Number of
requests with 10–
100 ms response
time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with 1–
10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than 10s

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

CSEConsu
mer
summary
(total:
summary
of
CSEConsu
mer call
statistics)

errorCo
unt

Errors Total number of
CSEConsumer call
errors

- INT SUM

invokeC
ount

Calls Total number of
CSEConsumer
calls

- INT SUM

totalTi
me

Total RT Total response
time for
CSEConsumer
calling

- INT SUM

 

7.5.4 DubboConsumer Monitoring
This section describes the types, names, and meanings of DubboConsumer metrics
collected by APM.

Table 7-52 DubboConsumer metrics

Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

Method
call
(invocati
on)

serviceUn
iqueNam
e

serviceU
niqueNa
me

Unique service
identifier
(group
+interface
+version)

- ENUM LAST

method method Method - ENUM LAST

lastError lastError Error message - STRING LAST

slowTrace
Id

slowTrac
eId

Slowest trace ID - STRING LAST

errorTrac
eId

errorTrac
eId

Error trace ID - STRING LAST

range1 range1 Number of
requests with
0–10 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

range2 range2 Number of
requests with
10–100 ms
response time

- INT SUM

range3 range3 Number of
requests with
100–500 ms
response time

- INT SUM

range4 range4 Number of
requests with
500–1000 ms
response time

- INT SUM

range5 range5 Number of
requests with
1–10s response
time

- INT SUM

range6 range6 Number of
requests with
response time
longer than 10s

- INT SUM

invokeCo
unt

invokeCo
unt

Number of calls - INT SUM

totalTime Total RT Total response
time

ms INT SUM

maxTime Max. RT Maximum
response time

ms INT MAX

errorCou
nt

errorCou
nt

Number of
errors

- INT SUM

runningC
ount

runningC
ount

Number of
tasks that are
being executed

- INT SUM

concurre
ntMax

concurre
ntMax

Maximum
concurrency

- INT MAX

source Source Call source - ENUM LAST

Host
summary
(cluster)

cluster cluster Host - ENUM LAST
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Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

range1 range1 Number of
requests with
0–10 ms
response time

- INT SUM

range2 range2 Number of
requests with
10–100 ms
response time

- INT SUM

range3 range3 Number of
requests with
100–500 ms
response time

- INT SUM

range4 range4 Number of
requests with
500–1000 ms
response time

- INT SUM

range5 range5 Number of
requests with
1–10s response
time

- INT SUM

range6 range6 Number of
requests with
response time
longer than 10s

- INT SUM

invokeCo
unt

invokeCo
unt

Number of calls - INT SUM

totalTime Total RT Total response
time

ms INT SUM

maxTime Max. RT Maximum
response time

ms INT MAX

errorCou
nt

errorCou
nt

Number of
errors

- INT SUM

runningC
ount

runningC
ount

Number of
tasks that are
being executed

- INT SUM

concurre
ntMax

concurre
ntMax

Maximum
concurrency

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

Return
code
summary
(resultCo
de)

code code Return code - ENUM LAST

count count Number of calls - INT SUM

lastMeth
od

lastMeth
od

Last exception
type

- STRING LAST

Summary
(total)

lastError lastError Error message - STRING LAST

slowTrace
Id

slowTrac
eId

Slowest trace ID - STRING LAST

errorTrac
eId

errorTrac
eId

Error trace ID - STRING LAST

range1 range1 Number of
requests with
0–10 ms
response time

- INT SUM

range2 range2 Number of
requests with
10–100 ms
response time

- INT SUM

range3 range3 Number of
requests with
100–500 ms
response time

- INT SUM

range4 range4 Number of
requests with
500–1000 ms
response time

- INT SUM

range5 range5 Number of
requests with
1–10s response
time

- INT SUM

range6 range6 Number of
requests with
response time
longer than 10s

- INT SUM

invokeCo
unt

invokeCo
unt

Number of calls - INT SUM

totalTime Total RT Total response
time

ms INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggreg
ation
Mode

maxTime Max. RT Maximum
response time

ms INT MAX

errorCou
nt

errorCou
nt

Number of
errors

- INT SUM

runningC
ount

runningC
ount

Number of
tasks that are
being executed

- INT SUM

concurre
ntMax

concurre
ntMax

Maximum
concurrency

- INT MAX

Thread
pool
(threadPo
ol)

poolId poolId Unique ID of a
thread pool

- ENUM LAST

poolType poolType Custom Dubbo
thread pool
type, such as
fixed, cached, or
limited

- STRING LAST

activeCou
nt

activeCo
unt

Number of
active threads

- INT SUM

corePool
Size

corePool
Size

Number of core
threads

- INT SUM

maximu
mPoolSiz
e

maximu
mPoolSiz
e

Maximum
number of core
threads

- INT SUM

poolSize poolSize Size of the
thread pool

- INT SUM

queueSiz
e

queueSiz
e

Size of the
waiting queue

- INT SUM

taskCoun
t

taskCou
nt

Number of
tasks

- INT SUM

Client
version
(version)

version version Version - STRING LAST

 

7.5.5 HttpClient Monitoring
This section describes the types, names, and meanings of HttpClient metrics
collected by APM.
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Table 7-53 HttpClient collection parameters

Para
meter

Data
Type

Applic
ation
Type

Def
ault
Val
ue

Supported
Start Agent
Version

Supported
End Agent
Version

Descriptio
n

URL
Norm
alizati
on
Confi
gurati
on

obj_arra
y

JAVA - 2.0.0 - URL
normalizati
on
configurati
on, based
on which
some
RESTful
URLs are
normalized.
There are
four
modes:
"startwith",
"endwith",
"include",
and
"regex".

 

Table 7-54 HttpClient metrics

Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

Exception
(exceptio
n:
HttpClient
call
exception
statistics)

except
ionTyp
e

Excepti
on Type

Exception
type

- ENUM LAST

count Count Number of
times the
exception
has occurred

- INT SUM

messa
ge

Excepti
on
Messag
e

Message
returned
when the
exception
has occurred

- STRIN
G

LAST

stackT
race

Excepti
on
Stack

Exception
stack
information

- CLOB LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

causeT
ype

Excepti
on
Class

Exception
class

- ENUM LAST

Cluster
metrics
(hostInvo
cation:
APM
counts
HttpClient
URL call
statistics
by the
called
party's
cluster.)

envId Cluster
ID

Cluster ID of
the called
party

- ENUM LAST

hostUr
i

Called
Address

Called
address

- STRIN
G

LAST

errorC
ount

Errors Number of
errors that
occur when
the cluster
URL is called

- INT SUM

invoke
Count

Calls Number of
times that
the cluster
URL is called

- INT SUM

maxTi
me

Max.
RT

Maximum
response
time for
calling the
cluster URL

ms INT MAX

totalTi
me

Total
RT

Total
response
time for
calling the
cluster URL

ms INT SUM

respon
seClos
eCoun
t

Closed
Respon
ses

Number of
closed
responses
when the
cluster URL is
called

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response
time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

range2 10–100
ms

Number of
requests with
10–100 ms
response
time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response
time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response
time

- INT SUM

range6 > 10s Number of
requests with
response
time longer
than 10s

- INT SUM

HttpClient
version
(info:
HttpClient
package
version
statistics)

httpCli
entVer
sion

HttpCli
ent
Version

Version of
the
HttpClient
package

- STRIN
G

LAST

httpCo
reVersi
on

HttpCor
e
Version

Version of
the HttpCore
package

- STRIN
G

LAST

URL
monitorin
g
(invocati
on: APM
counts
URL call
statistics
by URL.)

url url Called URL - ENUM LAST

metho
d

HTTP
Method

HTTP
method of
the URL

- ENUM LAST

client Client
Type

HTTP client
type

- ENUM LAST

concur
rentM
ax

Max.
Concurr
ency

Maximum
concurrency
of the URL

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

errorC
ount

Errors Number of
call errors of
the URL

- INT SUM

errorTr
aceId

Error
Trace ID

ID of the
trace that
encounters
an error in a
collection
period

- STRIN
G

LAST

slowTr
aceId

Slow
Trace ID

ID of the
slowest trace
in a
collection
period

- STRIN
G

LAST

hostUr
i

Called
Address

Called URL
address

- STRIN
G

LAST

invoke
Count

Calls Number of
times that
the URL is
called

- INT SUM

lastErr
or

Error
Messag
e

Error details - STRIN
G

LAST

maxTi
me

Max.
RT

Maximum
response
time of the
called URL

ms INT MAX

respon
seClos
eCoun
t

respons
eCloseC
ount

Number of
closed
responses
when the
URL is called

- INT SUM

totalTi
me

Total
RT

Total
response
time of the
called URL

ms INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response
time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

range2 10–100
ms

Number of
requests with
10–100 ms
response
time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response
time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response
time

- INT SUM

range6 > 10s Number of
requests with
response
time longer
than 10s

- INT SUM

envId Cluster
ID

Cluster ID
correspondin
g to the
called URL

- STRIN
G

LAST

HttpClient
summary
(total:
summary
about
HttpClient
call
statistics)

errorC
ount

Errors Total number
of errors

- INT SUM

invoke
Count

Calls Total number
of calls

- INT SUM

respon
seClos
eCoun
t

Closed
Respon
ses

Total number
of responses
that are
closed

- INT SUM

totalTi
me

Total
RT

Total
response
time

ms INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregation
Mode

Status
code
statistics
(Code:
HttpClient
call
exception
statistics)

code Status
Code

Status code - ENUM LAST

url URL URL that
returns the
status code

- STRIN
G

LAST

count Count Number of
times that
the status
code has
occurred

- INT SUM

 

7.6 Cache
APM collects cache metrics, covering Redis method call, Jedis monitoring, and
Lettuce client. This section describes the types, names, and meanings of cache
metrics collected by APM.

7.6.1 Redis Method Call
This section describes the types, names, and meanings of Redis method call
metrics collected by APM.

Table 7-55 Redis method call collection parameters

Para
mete
r

Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Para
mete
r
Parsi
ng

radio JAVA false 2.0.0 - Whether to
parse Redis
parameters
and return
values

Leng
th

intege
r

JAVA 1000 2.0.0 - Maximum
length of
parameters to
be parsed

Port
Diffe
renti
ation

radio JAVA false 2.0.0 - Whether to
distinguish
Redis ports
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Table 7-56 Call metrics

Name Metr
ic

Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

Call details
(detail)

host Host Host - ENU
M

LAST

actio
n

Meth
od

Method - ENU
M

LAST

lastEr
ror

Error
Mess
age

Error message - STRIN
G

LAST

slow
Trace
Id

Slowe
st
Trace
ID

Slowest trace ID - STRIN
G

LAST

error
Trace
Id

Error
Trace
ID

Error trace ID - STRIN
G

LAST

rang
e1

0–5
ms

Number of requests
with 0–5 ms
response time

- INT SUM

rang
e2

5–10
ms

Number of requests
with 5–10 ms
response time

- INT SUM

rang
e3

10–50
ms

Number of requests
with 10–50 ms
response time

- INT SUM

rang
e4

50–
100
ms

Number of requests
with 50–100 ms
response time

- INT SUM

rang
e5

100–
1000
ms

Number of requests
with 100–1000 ms
response time

- INT SUM

rang
e6

> 1s Number of requests
with response time
longer than 1s

- INT SUM

invok
eCou
nt

Calls Number of calls - INT SUM

hits Hits Hits of methods
including GET,
HGET, and EXPIRE

- INT SUM
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Name Metr
ic

Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

total
Time

Total
RT

Total response time ms INT SUM

maxT
ime

Max.
RT

Maximum response
time

ms INT MAX

error
Coun
t

Errors Number of errors - INT SUM

runni
ngCo
unt

Ongoi
ng
Execu
tions

Number of tasks
that are being
executed

- INT SUM

conc
urren
tMax

Max.
Conc
urren
cy

Maximum
concurrency

- INT MAX

blob
Coun
t

Calls
with
Large
Field
Retur
ned

Number of calls
with more than
1000 bytes
returned

- INT SUM

getIn
voke
Coun
t

GET
Calls

Number of times
that GET methods
including GET,
HGET, and EXPIRE
have been called

- INT SUM

traffi
c

Traffi
c

Call traffic - INT SUM

Host
summary
(host)

host Host Host - ENU
M

LAST

lastEr
ror

Error
Mess
age

Error message - STRIN
G

LAST

slow
Trace
Id

Slowe
st
Trace
ID

Slowest trace ID - STRIN
G

LAST

error
Trace
Id

Error
Trace
ID

Error trace ID - STRIN
G

LAST
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Name Metr
ic

Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

rang
e1

0–5
ms

Number of requests
with 0–5 ms
response time

- INT SUM

rang
e2

5–10
ms

Number of requests
with 5–10 ms
response time

- INT SUM

rang
e3

10–50
ms

Number of requests
with 10–50 ms
response time

- INT SUM

rang
e4

50–
100
ms

Number of requests
with 50–100 ms
response time

- INT SUM

rang
e5

100–
1000
ms

Number of requests
with 100–1000 ms
response time

- INT SUM

rang
e6

> 1s Number of requests
with response time
longer than 1s

- INT SUM

invok
eCou
nt

Calls Number of calls - INT SUM

hits Hits Hits of methods
including GET,
HGET, and EXPIRE

- INT SUM

total
Time

Total
RT

Total response time ms INT SUM

maxT
ime

Max.
RT

Maximum response
time

ms INT MAX

error
Coun
t

Errors Number of errors - INT SUM

runni
ngCo
unt

Ongoi
ng
Execu
tions

Number of tasks
that are being
executed

- INT SUM
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Name Metr
ic

Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

blob
Coun
t

Calls
with
Large
Field
Retur
ned

Number of calls
with more than
1000 bytes
returned

- INT SUM

getIn
voke
Coun
t

GET
Calls

Number of times
that GET methods
including GET,
HGET, and EXPIRE
have been called

- INT SUM

traffi
c

Traffi
c

Call traffic - INT SUM

Method
summary
(action)

actio
n

Meth
od

Method - ENU
M

LAST

lastEr
ror

Last
Excep
tion
Type

Last exception type - STRIN
G

LAST

slow
Trace
Id

Slowe
st
Trace
ID

Slowest trace ID - STRIN
G

LAST

error
Trace
Id

Error
Trace
ID

Error trace ID - STRIN
G

LAST

rang
e1

0–5
ms

Number of requests
with 0–5 ms
response time

- INT SUM

rang
e2

5–10
ms

Number of requests
with 5–10 ms
response time

- INT SUM

rang
e3

10–50
ms

Number of requests
with 10–50 ms
response time

- INT SUM

rang
e4

50–
100
ms

Number of requests
with 50–100 ms
response time

- INT SUM

rang
e5

100–
1000
ms

Number of requests
with 100–1000 ms
response time

- INT SUM
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Name Metr
ic

Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

rang
e6

> 1s Number of requests
with response time
longer than 1s

- INT SUM

invok
eCou
nt

Calls Number of calls - INT SUM

hits Hits Hits of methods
including GET,
HGET, and EXPIRE

- INT SUM

total
Time

Total
RT

Total response time ms INT SUM

maxT
ime

Max.
RT

Maximum response
time

ms INT MAX

error
Coun
t

Errors Number of errors - INT SUM

runni
ngCo
unt

Ongoi
ng
Execu
tions

Ongoing executions - INT SUM

blob
Coun
t

Calls
with
Large
Field
Retur
ned

Number of calls
with more than
1000 bytes
returned

- INT SUM

getIn
voke
Coun
t

GET
Calls

Number of times
that GET methods
including GET,
HGET, and EXPIRE
have been called

- INT SUM

traffi
c

Traffi
c

Traffic - INT SUM

Summary
(total)

lastEr
ror

Last
Excep
tion
Type

Last exception type - STRIN
G

LAST

slow
Trace
Id

Slowe
st
Trace
ID

Slowest trace ID - STRIN
G

LAST
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Name Metr
ic

Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

error
Trace
Id

Error
Trace
ID

Error trace ID - STRIN
G

LAST

rang
e1

0–5
ms

Number of requests
with 0–5 ms
response time

- INT SUM

rang
e2

5–10
ms

Number of requests
with 5–10 ms
response time

- INT SUM

rang
e3

10–50
ms

Number of requests
with 10–50 ms
response time

- INT SUM

rang
e4

50–
100
ms

Number of requests
with 50–100 ms
response time

- INT SUM

rang
e5

100–
1000
ms

Number of requests
with 100–1000 ms
response time

- INT SUM

rang
e6

> 1s Number of requests
with response time
longer than 1s

- INT SUM

invok
eCou
nt

Calls Number of calls - INT SUM

hits Hits Hits of methods
including GET,
HGET, and EXPIRE

- INT SUM

total
Time

Total
RT

Total response time ms INT SUM

maxT
ime

Max.
RT

Maximum response
time

ms INT MAX

error
Coun
t

Errors Number of errors - INT SUM

runni
ngCo
unt

Ongoi
ng
Execu
tions

Number of tasks
that are being
executed

- INT SUM
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Name Metr
ic

Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

blob
Coun
t

Calls
with
Large
Field
Retur
ned

Number of calls
with more than
1000 bytes
returned

- INT SUM

getIn
voke
Coun
t

GET
Calls

Number of times
that GET methods
including GET,
HGET, and EXPIRE
have been called

- INT SUM

traffi
c

Traffi
c

Traffic - INT SUM

 

7.6.2 Jedis Monitoring
This section describes the types, names, and meanings of Jedis metrics collected
by APM.

Table 7-57 Jedis metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Connectio
n pool
(jedisPool
)

pool Pool Unique
identifier of a
connection
pool (host
name+port
number)

- ENU
M

LAST

maxTo
tal

maxTotal Maximum
number of
connections

- INT MAX

maxIdl
e

maxIdle Maximum
number of idle
connections

- INT MAX

minIdl
e

minIdle Minimum
number of idle
connections

- INT MIN
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

numAc
tive

numActiv
e

Number of
active
connections

- INT SUM

numIdl
e

numIdle Number of idle
connections

- INT SUM

numW
aiters

numWait
ers

Number of
waiting
connections

- INT SUM

create
dCoun
t

createdCo
unt

Number of
connections
that have been
created

- INT SUM

destro
yedCo
unt

destroyed
Count

Number of
connections
that have been
destroyed

- INT SUM

borrow
edCou
nt

borrowed
Count

Number of
borrowed
connections

- INT SUM

maxW
aitMilli
s

maxWait
Millis

Maximum
waiting time
(ms)

ms INT MAX

maxBo
rrowW
aitTim
eMillis

maxBorro
wWaitTim
eMillis

Maximum
waiting time of
borrowed
connections
(ms)

ms INT MAX

meanA
ctiveTi
meMill
is

meanActi
veTimeMi
llis

Average
activation time
of connections
(ms)

ms INT SUM

meanB
orrow
WaitTi
meMill
is

meanBorr
owWaitTi
meMillis

Average
waiting time of
borrowed
connections

ms INT SUM

Active/
standby
switchove
r (switch)

from from Source host - STRIN
G

LAST

to to Target host - STRIN
G

LAST

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 168



Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

switch
Times

switchTim
es

Number of
switchovers

- INT SUM

Client
informatio
n
(clientInf
o)

version version Client version - STRIN
G

LAST

mode mode Redis mode
(standalone or
cluster)

- STRIN
G

LAST

nodes nodes Number of
master Redis
nodes

- STRIN
G

LAST

 

7.6.3 Lettuce Client
This section describes the types, names, and meanings of Lettuce client metrics
collected by APM.

Table 7-58 Lettuce client metrics

Category Metri
c

Nam
e

Description Unit Data
Type

Default
Aggregation
Mode

Client
informatio
n
(clientInf
o)

versio
n

versio
n

Client version - STRING LAST

mode Mode Redis mode
(standalone or
cluster)

- STRING LAST

nodes nodes Number of
master Redis
nodes

- STRING LAST

Active/
standby
switchove
r (switch)

from from Source host - STRING LAST

to to Target host - STRING LAST

switc
hTim
es

switc
hTim
es

Number of
switchovers

- INT SUM

 

7.7 Agent Monitoring
This section describes the types, names, and meanings of Agent monitoring
metrics collected by APM.
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Table 7-59 Agent monitoring metrics

Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

Probe
data
(detail:
probe
data
metric
set)

type Data Type Type of
data
reported
by the
probe

- ENUM LAS
T

discardByt
es

Discarded
Bytes

Number
of
discarded
bytes

Byte INT SU
M

discardCo
unt

Discard
Times

Number
of times
that the
type of
data is
discarded

- INT SU
M

errorBytes Bytes Not
Sent

Number
of bytes
that fail
to be sent

Byte INT SU
M

errorCoun
t

Send
Failures

Number
of times
that the
type of
data fails
to be sent

- INT SU
M

maxBytes Max.
Bytes

Maximum
number of
sent bytes

Byte INT MA
X

maxQueu
eSize

Max.
Queue
Size

Maximum
length of
the
sending
queue

- INT MA
X
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Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

sendBytes Sent Bytes Number
of
successfull
y sent
bytes

Byte INT SU
M

sendCoun
t

Successful
Send
Times

Number
of times
that the
type of
data is
successfull
y sent

- INT SU
M

sendTotal
Time

Total Send
Time

Total
sending
time of
the data
type

ms INT SU
M

slowTime Max. Send
Time

Maximum
sending
time of
the data
type

ms INT MA
X

Exception
(exceptio
n:
exception
metric
set)

causeType Exception
Class

Exception
class

- ENUM LAS
T

type Type Exception
type

- ENUM LAS
T

count Count Number
of
exceptions

- INT SU
M

message Message Exception
message

- STRING LAS
T

stackTrace Stack Exception
stack

- CLOB LAS
T
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Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

Server
connectio
n
monitorin
g
(transfer:
server
connectio
n
monitorin
g metric
set)

host Host Host
informatio
n

- ENUM LAS
T

connectIp Connectio
n IP
Address

Connectio
n IP
address

- STRING LAS
T

ipList IP
Addresses

All IP
addresses

- STRING LAS
T

isConnect
ed

Connecte
d or Not

Connecte
d or not

- INT LAS
T

rt RT Response
time

- INT AV
G

Queue
monitorin
g
(repositor
y: queue
monitorin
g metric
set)

monitorQ
ueueSize

Size of
Monitorin
g Data
Queue

Size of
the
monitorin
g data
queue

- INT SU
M

monitorO
bjectSize

Memory
Size of
Monitorin
g Data

Memory
size of the
monitorin
g data

- INT SU
M

traceQueu
eSize

Size of
Trace
Data
Queue

Size of
the trace
data
queue

- INT SU
M

traceObje
ctSize

Memory
Size of
Trace
Data

Memory
size of the
trace data

- INT SU
M

 

7.8 Tomcat Monitoring
This section describes the types, names, and meanings of Tomcat metrics collected
by APM.
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Table 7-60 Tomcat metrics

Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

Tomcat
informatio
n
(tomcatIn
fo:
Tomcat
package
version
statistics)

tomcatVer
sion

Tomcat
Version

Tomcat
version

- STRING LAS
T

Tomcat
port
monitorin
g
(tomcat:
APM
counts
statistics
of Tomcat
threads
and
connectio
ns by
Tomcat
port.)

name Port
Name

Port name - ENUM LAS
T

currentThr
eadCount

Current
Threads

Number
of current
threads
on the
port

- INT AV
G

currentThr
eadsBusy

Busy
Threads

Number
of busy
threads
on the
port at
the time
of
collection

- INT AV
G

currentThr
eadsBusy
Max

Max. Busy
Threads

Maximum
number of
busy
threads
on the
port in a
collection
period

- INT MA
X

maxThrea
ds

Max.
Threads

Maximum
number of
threads
on the
port

- INT MA
X
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Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

maxConn
ections

Max.
Connectio
ns

Maximum
number of
connectio
ns on the
port

- INT MA
X

connectio
nCount

Current
Connectio
ns

Number
of current
connectio
ns of the
port at
the time
of
collection

- INT MA
X

connectio
nCountMa
x

Max.
Connectio
ns

Maximum
number of
connectio
ns on the
port in a
collection
period

- INT MA
X

 

7.9 Message Queues
APM collects message queue metrics, covering KafkaConsumer, KafkaProducer,
RabbitMqCommon, RabbitMqConsumer, RabbitMqProducer, RocketMqConsumer,
and RocketMqProducer. This section describes the types, names, and meanings of
message queue metrics collected by APM.

7.9.1 KafkaConsumer Monitoring
This section describes the types, names, and meanings of KafkaConsumer metrics
collected by APM.
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Table 7-61 KafkaConsumer monitoring collection parameters

Param
eter

Data
Type

Appli
catio
n
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Kafka
Slow
Reques
t
Thresh
old

integer JAVA 800 2.1.14 - The
sampling
ratio will
increase if
the slow
request
threshold is
crossed.

Kafka
Consu
mption
Metho
d
Config
uration

obj_arr
ay

JAVA - 2.1.14 - Kafka
consumption
method
configuratio
n

 

Table 7-62 KafkaConsumer metrics

Category Metric Name Description Unit Data
Type

Defaul
t
Aggre
gation
Mode

Topic
(topic:
Kafka
topic
monitorin
g data)

id id Client ID and
IP address

- ENU
M

LAST

topic topic Kafka topic
name

- ENU
M

LAST

bytesCons
umedRate

Bytes
Consumed
/s

Number of
bytes
consumed per
second

Byte INT AVG

fetchSizeA
vg

Avg. Bytes
Fetched

Average
number of
bytes fetched
for a request

Byte INT AVG

fetchSize
Max

Max.
Bytes
Fetched

Maximum
number of
bytes fetched
for a request

Byte INT MAX
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Category Metric Name Description Unit Data
Type

Defaul
t
Aggre
gation
Mode

recordsCo
nsumedRa
te

Messages
Consumed
/s

Number of
messages
consumed per
second

- INT AVG

recordsPer
RequestAv
g

Avg.
Messages
of Single
Request

Average
number of
messages of a
single request

- INT AVG

seqIds Producer-
generated
SN

Sequence
number
generated by
the producer

- STRIN
G

LAST

recordCon
sumedTot
al

Total
Consumpt
ion Times

Total number
of
consumption
times

- INT SUM

bytesCons
umedTota
l

Total
Consumed
Bytes

Total number
of bytes that
have been
consumed

- INT SUM

Fetch
monitorin
g (fetch:
Kafka
fetch
monitorin
g data)

id id Client ID and
IP address

- ENU
M

LAST

bytesCons
umedRate

Bytes
Consumed
/s

Number of
bytes
consumed per
second

Byte INT AVG

fetchLaten
cyAvg

Avg.
Request
Latency

Average
request latency

ms INT AVG

fetchLaten
cyMax

Max.
Request
Latency

Maximum
request latency

ms INT MAX

fetchRate Requests/
s

Number of
requests per
second

- INT AVG

fetchSizeA
vg

Avg. Bytes
Fetched

Average
number of
bytes fetched
for a request

Byte INT AVG
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Category Metric Name Description Unit Data
Type

Defaul
t
Aggre
gation
Mode

fetchSize
Max

Max.
Bytes
Fetched

Maximum
number of
bytes fetched
for a request

Byte INT MAX

recordsCo
nsumedRa
te

Messages
Consumed
/s

Number of
messages
consumed per
second

- INT AVG

recordsLa
gMax

Max.
Accumula
ted
Messages

Maximum
number of
accumulated
messages

- INT MAX

recordsPer
RequestAv
g

Avg.
Messages
of Single
Request

Average
number of
messages of a
single request

- INT AVG

seqIds Producer-
generated
SN

Sequence
number
generated by
the producer

- STRIN
G

LAST

recordCon
sumedTot
al

Total
Consumpt
ion Times

Total number
of
consumption
times

- INT SUM

bytesCons
umedTota
l

Total
Consumed
Bytes

Total number
of bytes that
have been
consumed

- INT SUM

Partition
(partition
: Kafka
partition
data)

id id Client ID and
IP address

- ENU
M

LAST

partition partition Kafka partition
name

- ENU
M

LAST

recordsLa
g

Accumula
ted
Messages

Number of
accumulated
messages

- INT LAST

recordsLa
gAvg

Avg.
Accumula
ted
Messages

Average
number of
accumulated
messages

- INT AVG
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Category Metric Name Description Unit Data
Type

Defaul
t
Aggre
gation
Mode

recordsLa
gMax

Max.
Accumula
ted
Messages

Maximum
number of
accumulated
messages

- INT MAX

seqIds Producer-
generated
SN

Sequence
number
generated by
the producer

- STRIN
G

LAST

Kafka
consumpti
on
method
monitorin
g
(consume
r)

method Method Consumption
method

- ENU
M

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
concurrency

- INT MAX

errorCoun
t

Errors Number of
errors

- INT SUM

invokeCou
nt

Calls Number of
calls

- INT SUM

lastError Error
Message

Error details - STRIN
G

LAST

maxTime Max. RT Maximum
response time
in a collection
period

- INT MAX

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Defaul
t
Aggre
gation
Mode

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
more than 10s
response time

- INT SUM

totalTime Total RT Total response
time

- INT SUM

KafkaCons
umer
summary
(total)

recordCon
sumedTot
al

Total
Consumpt
ion Times

Total number
of
consumption
times

- INT SUM

bytesCons
umedTota
l

Total
Consumed
Bytes

Total number
of bytes that
have been
consumed

- INT SUM

recordsLa
g

Total
Accumula
ted
Messages

Total number
of messages
that have been
accumulated

- INT LAST

Exception
(exceptio
n:
exception
statistics
about
Kafka
consumpti
on)

causeType Exception
Class

Exception class - ENU
M

LAST

exception
Type

Exception
Class

Exception class - ENU
M

LAST

count Count Number of
exceptions

- INT SUM

message Exception
Message

Exception
message

- STRIN
G

LAST

stackTrace Exception
Stack

Exception stack - CLOB LAST

 

7.9.2 KafkaProducer Monitoring
This section describes the types, names, and meanings of KafkaProducer metrics
collected by APM.
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Table 7-63 KafkaProducer metrics

Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

Topic
(topic:
Kafka
topic
monitorin
g data)

id id Client ID and
IP address

- ENUM LAST

topic topic Kafka topic
name

- ENUM LAST

byteRate Bytes
Sent/s

Number of
bytes sent per
second

Byte INT AVG

recordEr
rorRate

Errors/s Number of
errors per
second

- INT AVG

recordRe
tryRate

Retries/s Number of
retries per
second

- INT AVG

recordSe
ndRate

Message
s sent/s

Number of
messages sent
per second

- INT AVG

seqIds Producer-
generate
d SN

Sequence
number
generated by
the producer

- STRIN
G

LAST

recordSe
ndTotal

Total
Send
Times

Total number
of send times

- INT SUM

byteTota
l

Total
Sent
Bytes

Total number
of bytes that
have been
sent

- INT SUM

KafkaProd
ucer
summary
(total)

recordSe
ndTotal

Total
Send
Times

Total number
of send times

- INT SUM

byteTota
l

Total
Sent
Bytes

Total number
of bytes that
have been
sent

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

Exception
(exceptio
n:
exception
statistics
about
Kafka
byte
sending)

causeTy
pe

Exception
Class

Exception
class

- ENUM LAST

exceptio
nType

Exception
Class

Exception
class

- ENUM LAST

count Count Number of
exceptions

- INT SUM

message Exception
Message

Exception
message

- STRIN
G

LAST

stackTra
ce

Exception
Stack

Exception
stack

- CLOB LAST

Send
methods
(doSend
Method)

topic topic topic - ENUM LAST

concurre
ntMax

Max.
Concurre
ncy

Maximum
concurrency

- INT MAX

errorCou
nt

Errors Number of
errors

- INT SUM

invokeC
ount

Calls Number of
calls

- INT SUM

maxTim
e

Max. RT Maximum
response time

- INT MAX

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000 ms

Number of
requests with
500–1000 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
more than 10s
response time

- INT SUM

totalTim
e

Total RT Total response
time

- INT SUM

 

7.9.3 RabbitMqCommon Monitoring
This section describes the types, names, and meanings of RabbitMqCommon
metrics collected by APM.

Table 7-64 RabbitMqCommon metrics

Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

Exception
(exceptio
n:
exception
statistics
of
RabbitMq
Common
calls)

exception
Type

Exception
Type

Exception
type

- ENUM LAST

causeType Exception
Class

Exception
class

- ENUM LAST

count Count Number of
times the
exception
has
occurred

- INT SUM

message Exception
Message

Message
returned
when the
exception
has
occurred

- STRING LAST

stackTrace Exception
Stack

Exception
stack
information

- CLOB LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

Connectio
n
monitorin
g
(connecti
onCount:
APM
counts
connectio
n
statistics.)

connectio
n

connectio
n

Connection
information

- ENUM LAST

connectio
nCount

Current
Connectio
ns

Current
number of
connections

- INT LAST

channelCo
unt

Current
Channels

Current
number of
channels

- INT LAST

connectio
nCreated

Created
Connectio
ns

Number of
connections
that have
been
created

- INT SUM

connectio
nClosed

Destroyed
Connectio
ns

Number of
connections
that have
been
destroyed

- INT SUM

channelCr
eated

Created
Channels

Number of
channels
that have
been
created

- INT SUM

channelCl
osed

Destroyed
Channels

Number of
channels
that have
been
destroyed

- INT SUM

Total
monitorin
g (total:
APM
counts
connectio
n statistics
by
connectio
n.)

connectio
n

connectio
n

Connection
information

- ENUM LAST

connectio
nCount

Current
Connectio
ns

Current
number of
connections

- INT LAST

channelCo
unt

Current
Channels

Current
number of
channels

- INT LAST

connectio
nCreated

Created
Connectio
ns

Number of
connections
that have
been
created

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

connectio
nClosed

Destroyed
Connectio
ns

Number of
connections
that have
been
destroyed

- INT SUM

channelCr
eated

Created
Channels

Number of
channels
that have
been
created

- INT SUM

channelCl
osed

Destroyed
Channels

Number of
channels
that have
been
destroyed

- INT SUM

RabbitMQ
version
(version)

version Version Version - STRING LAST

 

7.9.4 RabbitMqConsumer Monitoring
This section describes the types, names, and meanings of RabbitMqConsumer
metrics collected by APM.

Table 7-65 Call metrics

Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

Exception
(exceptio
n:
exception
statistics
of
RabbitMq
Consumer
calls)

exception
Type

Exception
Type

Exception type - ENU
M

LAST

causeType Exception
Class

Exception
class

- ENU
M

LAST

count Count Number of
times the
exception has
occurred

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

message Exception
Message

Message
returned when
the exception
has occurred

- STRI
NG

LAST

stackTrace Exception
Stack

Exception
stack
information

- CLOB LAST

Push-
mode
consumpti
on
monitorin
g
(pushCon
sume:
APM
counts
statistics
about
push-
mode
message
consumpti
on.)

pushCons
umeIdentif
ier

Identifier Push-mode
consumption
identifier

- ENU
M

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages for
concurrent
consumption

- INT MAX

errorCoun
t

Errors Number of
message
consumption
errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRI
NG

LAST

invokeCou
nt

invokeCou
nt

Number of
consumption
call times

- INT SUM

consumed
MsgCount

consumed
MsgCount

Number of
messages that
have been
consumed

- INT SUM

consumed
Bytes

Bytes
Consumed

Number of
bytes that
have been
consumed

- INT SUM

maxSingle
MsgBytes

Max.
Bytes
Consumed

Maximum
number of
bytes
consumed
each time

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

manualAc
kCount

ACK
Messages

Number of
ACK messages

- INT SUM

rejectCou
nt

Rejected
Messages

Number of
rejected
messages

- INT SUM

requeueC
ount

Re-
queued
Messages

Number of re-
queued
messages

- INT SUM

lastError Error
Message

Information
about the
error that has
occurred
during
message
consumption

- STRI
NG

LAST

maxTime Max. RT Maximum
response time
for consuming
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages that
are being
consumed at
the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRI
NG

LAST

totalTime Total RT Total response
time for
consuming
messages

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

unackedM
sgCount

Unacked
Messages
in
Channel

Number of
unacknowledg
ed messages
in the channel

- INT LAST

Connectio
n
monitorin
g
(connecti
onConsu
me: APM
counts
message
consumpti
on
statistics
by
connectio
n.)

connectio
n

connectio
n

Consumer
connection
information

- ENU
M

LAST

connectio
nCount

Current
Connectio
ns

Current
number of
connections

- INT LAST

channelCo
unt

Current
Channels

Current
number of
channels

- INT LAST

connectio
nCreated

Created
Connectio
ns

Number of
connections
that have
been created

- INT SUM

connectio
nClosed

Destroyed
Connectio
ns

Number of
connections
that have
been
destroyed

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

channelCr
eated

Created
Channels

Number of
channels that
have been
created

- INT SUM

channelCl
osed

Destroyed
Channels

Number of
channels that
have been
destroyed

- INT SUM

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages for
concurrent
consumption

- INT MAX

errorCoun
t

Errors Number of
message
consumption
errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRI
NG

LAST

invokeCou
nt

invokeCou
nt

Number of
consumption
call times

- INT SUM

consumed
MsgCount

consumed
MsgCount

Number of
messages that
have been
consumed

- INT SUM

consumed
Bytes

Bytes
Consumed

Number of
bytes that
have been
consumed

- INT SUM

maxSingle
MsgBytes

Max.
Bytes
Consumed

Maximum
number of
bytes
consumed
each time

- INT MAX

manualAc
kCount

ACK
Messages

Number of
ACK messages

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

rejectCou
nt

Rejected
Messages

Number of
rejected
messages

- INT SUM

requeueC
ount

Re-
queued
Messages

Number of re-
queued
messages

- INT SUM

lastError Error
Message

Information
about the
error that has
occurred
during
message
consumption

- STRI
NG

LAST

maxTime Max. RT Maximum
response time
for consuming
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages that
are being
consumed at
the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRI
NG

LAST

totalTime Total RT Total response
time for
consuming
messages

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 189



Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

unackedM
sgCount

Unacked
Messages

Number of
messages that
have not been
acknowledged
in a
connection

- INT LAST

Total
monitorin
g (total:
APM
counts
message
consumpti
on
statistics
by client.)

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages for
concurrent
consumption

- INT MAX

errorCoun
t

Errors Number of
message
consumption
errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the trace
that
encounters an
error in a
collection
period

- STRI
NG

LAST

invokeCou
nt

invokeCou
nt

Number of
consumption
call times

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

consumed
MsgCount

consumed
MsgCount

Number of
messages that
have been
consumed

- INT SUM

consumed
Bytes

Bytes
Consumed

Number of
bytes that
have been
consumed

- INT SUM

maxSingle
MsgBytes

Max.
Bytes
Consumed

Maximum
number of
bytes
consumed
each time

- INT MAX

manualAc
kCount

ACK
messages

Number of
ACK messages

- INT SUM

rejectCou
nt

Rejected
Messages

Number of
rejected
messages

- INT SUM

requeueC
ount

Re-
queued
Messages

Number of re-
queued
messages

- INT SUM

lastError Error
Message

Information
about the
error that has
occurred
during
message
consumption

- STRI
NG

LAST

maxTime Max. RT Maximum
response time
for consuming
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages that
are being
consumed at
the time of
collection

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

slowTraceI
d

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRI
NG

LAST

totalTime Total RT Total response
time for
consuming
messages

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

unackedM
sgCount

Unacked
Messages

Number of
unacknowledg
ed messages
on the client

- INT LAST
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7.9.5 RabbitMqProducer Monitoring
This section describes the types, names, and meanings of RabbitMqProducer
metrics collected by APM.

Table 7-66 RabbitMqProducer metrics

Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

Exception
(exceptio
n:
exception
statistics
of
RabbitMq
Producer
calls)

exception
Type

Exception
Type

Exception
type

- ENUM LAST

causeType Exception
Class

Exception
class

- ENUM LAST

count Count Number of
times the
exception
has
occurred

- INT SUM

message Exception
Message

Message
returned
when the
exception
has
occurred

- STRING LAST

stackTrace Exception
Stack

Exception
stack
information

- CLOB LAST

Exchange
monitorin
g
(exchang
ePublish:
APM
counts
message
push
statistics
by
exchange.
)

connectio
n

connectio
n

Producer
connection
information

- ENUM LAST

exchange exchange Exchange
name

- ENUM LAST

concurren
tMax

Maximum
concurren
cy

Maximum
number of
messages
for
concurrent
push

- INT MAX

errorCoun
t

Errors Number of
message
push errors

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRING LAST

invokeCou
nt

invokeCou
nt

Number of
message
push calls

- INT SUM

published
MsgCount

published
MsgCount

Number of
push
messages

- INT SUM

published
Bytes

Push
Bytes

Number of
push bytes

- INT SUM

maxSingle
MsgBytes

Max.
Bytes
Pushed

Maximum
number of
bytes in
each push

- INT MAX

lastError Error
Message

Information
about the
error that
has
occurred
during
message
pushing

- STRING LAST

maxTime Max. RT Maximum
response
time for
pushing
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
pushed at
the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRING LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

totalTime Total RT Total
response
time for
pushing
messages

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

Connectio
n
monitorin
g
(connecti
onPublish
: APM
counts
message
push
statistics
by
connectio
n.)

connectio
n

connectio
n

Producer
connection
information

- ENUM LAST

connectio
nCount

Current
Connectio
ns

Current
number of
connections

- INT LAST

channelCo
unt

Current
Channels

Current
number of
channels

- INT LAST

connectio
nCreated

Created
Connectio
ns

Number of
connections
that have
been
created

- INT SUM

connectio
nClosed

Destroyed
Connectio
ns

Number of
connections
that have
been
destroyed

- INT SUM

channelCr
eated

Created
Channels

Number of
channels
that have
been
created

- INT SUM

channelCl
osed

Destroyed
Channels

Number of
channels
that have
been
destroyed

- INT SUM

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages
for
concurrent
push

- INT MAX

errorCoun
t

Errors Number of
message
push errors

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRING LAST

invokeCou
nt

invokeCou
nt

Number of
message
push calls

- INT SUM

published
MsgCount

published
MsgCount

Number of
push
messages

- INT SUM

published
Bytes

Push
Bytes

Number of
push bytes

- INT SUM

maxSingle
MsgBytes

Max.
Bytes
Pushed

Maximum
number of
bytes in
each push

- INT MAX

lastError Error
Message

Information
about the
error that
has
occurred
during
message
pushing

- STRING LAST

maxTime Max. RT Maximum
response
time for
pushing
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
pushed at
the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRING LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

totalTime Total RT Total
response
time for
pushing
messages

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 198



Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

Total
monitorin
g (total:
APM
counts
message
push
statistics
by client.)

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages
for
concurrent
push

- INT MAX

errorCoun
t

Errors Number of
message
push errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRING LAST

invokeCou
nt

invokeCou
nt

Number of
message
push calls

- INT SUM

published
MsgCount

published
MsgCount

Number of
push
messages

- INT SUM

published
Bytes

Push
Bytes

Number of
push bytes

- INT SUM

maxSingle
MsgBytes

Max.
Bytes
Pushed

Maximum
number of
bytes in
each push

- INT MAX

lastError Error
Message

Information
about the
error that
has
occurred
during
message
pushing

- STRING LAST

maxTime Max. RT Maximum
response
time for
pushing
messages

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
pushed at
the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRING LAST

totalTime Total RT Total
response
time for
pushing
messages

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM

 

7.9.6 RocketMqConsumer Monitoring
This section describes the types, names, and meanings of RocketMqConsumer
metrics collected by APM.

Table 7-67 RocketMqConsumer metrics

Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

Exception
(exceptio
n:
exception
statistics
of
RocketMq
Consumer
calls)

exception
Type

Exception
Type

Exception
type

- ENUM LAST

causeType Exception
Class

Exception
class

- ENUM LAST

count Count Number of
times the
exception
has
occurred

- INT SUM

message Exception
Message

Message
returned
when the
exception
has
occurred

- STRIN
G

LAST

stackTrace Exception
Stack

Exception
stack
information

- CLOB LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

Consumpt
ion pool
monitorin
g
(consume
ServicePo
ol)

clientId clientId Client
instance ID

- ENUM LAST

group consumer
Group

Consumer
group

- ENUM LAST

pid pid PID - STRIN
G

LAST

currentCo
nsumeReq
uestQueu
eSize

Current
Size of
Consumpt
ion
Request
Queue

Current size
of the
consumptio
n request
queue

- INT AVG

maxConsu
meReques
tQueueSiz
e

Max. Size
of
Consumpt
ion
Request
Queue

Maximum
size of the
consumptio
n request
queue

- INT MAX

currentCo
nsumingT
hreadCou
nt

Current
Consumpt
ion
Threads

Current
number of
consumptio
n threads

- INT AVG

maxConsu
mingPool
Size

Max.
Consumpt
ion
Threads

Maximum
number of
consumptio
n threads

- INT MAX

MessageL
istener
monitorin
g
(consume
Listener:
APM
counts
message
consumpti
on
statistics
by
MessageLi
stener.)

consumeL
istener

MessageLi
stener

Registered
message
listener,
which is
the
callback
function for
message
consumptio
n

- ENUM LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages
for
concurrent
consumptio
n

- INT MAX
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

errorCoun
t

Errors Number of
message
consumptio
n errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
consumptio
n call times

- INT SUM

consumed
MsgCount

Messages
Consumed

Number of
messages
that have
been
consumed

- INT SUM

consumed
Bytes

Bytes
Consumed

Number of
bytes that
have been
consumed

- INT SUM

reconsum
eTimes

Message
Re-
consumpti
on Times

Number of
message
re-
consumptio
n times

- INT SUM

lastError Error
Message

Information
about the
error that
has
occurred
during
message
consumptio
n

- STRIN
G

LAST

maxTime Max. RT Maximum
response
time for
consuming
messages

- INT MAX
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
consumed
at the time
of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

totalTime Total RT Total
response
time for
consuming
messages

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM

Client ID
monitorin
g
(clientIdC
onsume:
APM
counts
message
consumpti
on
statistics
by client
ID.)

clientId clientId Client
instance ID

- ENUM LAST

group Consumer
Group

Consumer
group

- ENUM LAST

pid pid PID - STRIN
G

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages
for
concurrent
consumptio
n

- INT MAX

errorCoun
t

Errors Number of
message
consumptio
n errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
consumptio
n call times

- INT SUM

consumed
MsgCount

Messages
Consumed

Number of
messages
that have
been
consumed

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

consumed
Bytes

Bytes
Consumed

Number of
bytes that
have been
consumed

- INT SUM

reconsum
eTimes

Message
re-
consumpti
on times

Number of
message
re-
consumptio
n times

- INT SUM

lastError Error
Message

Information
about the
error that
has
occurred
during
message
consumptio
n

- STRIN
G

LAST

maxTime Max. RT Maximum
response
time for
consuming
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
consumed
at the time
of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

totalTime Total RT Total
response
time for
consuming
messages

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

Topic
monitorin
g
(topicCon
sume:
APM
counts
message
consumpti
on
statistics
by topic.)

clientId clientId Client
instance ID

- ENUM LAST

group Consumer
Group

Consumer
group

- ENUM LAST

pid pid pid - STRIN
G

LAST

topic Topic Topic for
message
consumptio
n

- ENUM LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages
for
concurrent
consumptio
n

- INT MAX

errorCoun
t

Errors Number of
message
consumptio
n errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
consumptio
n call times

- INT SUM

consumed
MsgCount

Messages
Consumed

Number of
messages
that have
been
consumed

- INT SUM

consumed
Bytes

Bytes
Consumed

Number of
bytes that
have been
consumed

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

reconsum
eTimes

Message
Re-
consumpti
on Times

Number of
message
re-
consumptio
n times

- INT SUM

lastError Error
Message

Information
about the
error that
has
occurred
during
message
consumptio
n

- STRIN
G

LAST

maxTime Max. RT Maximum
response
time for
consuming
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
consumed
at the time
of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

totalTime Total RT Total
response
time for
consuming
messages

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM

Queue
monitorin
g
(queueCo
nsume:
APM
counts
message
consumpti
on
statistics
by
queue.)

clientId clientId Client
instance ID

- ENUM LAST

group Consumer
Group

Consumer
group

- ENUM LAST

queue Message
Queue

Message
queue ID

- ENUM LAST

pid pid PID - STRIN
G

LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages
for
concurrent
consumptio
n

- INT MAX

errorCoun
t

Errors Number of
message
consumptio
n errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
consumptio
n call times

- INT SUM

consumed
MsgCount

Messages
Consumed

Number of
messages
that have
been
consumed

- INT SUM

consumed
Bytes

Bytes
Consumed

Number of
bytes that
have been
consumed

- INT SUM

reconsum
eTimes

Message
Re-
consumpti
on Times

Number of
message
re-
consumptio
n times

- INT SUM

lastError Error
Message

Information
about the
error that
has
occurred
during
message
consumptio
n

- STRIN
G

LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

maxTime Max. RT Maximum
response
time for
consuming
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
pulled at
the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

totalTime Total RT Total
response
time for
pulling
messages

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM

Client ID
monitorin
g
(clientIdP
ull: APM
counts
message
pull
statistics
by client
ID.)

clientId clientId Client
instance ID

- ENUM LAST

group Consumer
Group

Consumer
group

- ENUM LAST

pid pid PID - STRIN
G

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages
for
concurrent
pulling

- INT MAX

errorCoun
t

Errors Number of
message
pull errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
pull calls

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

pulledMsg
Count

Messages
Pulled

Number of
messages
that have
been pulled

- INT SUM

pulledByte
s

Bytes
Pulled

Number of
bytes that
have been
pulled

- INT SUM

lastError Error
Message

Information
about the
error that
has
occurred
during
message
pulling

- STRIN
G

LAST

maxTime Max. RT Maximum
response
time for
pulling
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
pulled at
the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

totalTime Total RT Total
response
time for
pulling
messages

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 214



Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

Topic
monitorin
g
(topicPull
: APM
counts
message
pull
statistics
by topic.)

clientId clientId Client
instance ID

- ENUM LAST

group Consumer
Group

Consumer
group

- ENUM LAST

topic Topic Topic for
pulling
messages

- ENUM LAST

pid pid PID - STRIN
G

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages
for
concurrent
pulling

- INT MAX

errorCoun
t

Errors Number of
message
pull errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
pull calls

- INT SUM

pulledMsg
Count

Messages
Pulled

Number of
messages
that have
been pulled

- INT SUM

pulledByte
s

Bytes
Pulled

Number of
bytes that
have been
pulled

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

lastError Error
Message

Information
about the
error that
has
occurred
during
message
pulling

- STRIN
G

LAST

maxTime Max. RT Maximum
response
time for
pulling
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
pulled at
the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST

totalTime Total RT Total
response
time for
pulling
messages

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM

Queue
monitorin
g
(queuePu
ll: APM
counts
message
pull
statistics
by
queue.)

clientId clientId Client
instance ID

- ENUM LAST

group Consumer
Group

Consumer
group

- ENUM LAST

queue Message
Queue

Message
queue ID

- ENUM LAST

pid pid pid - STRIN
G

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages
for
concurrent
pulling

- INT MAX

errorCoun
t

Errors Number of
message
pull errors

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in
a collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
pull calls

- INT SUM

pulledMsg
Count

Messages
Pulled

Number of
messages
that have
been pulled

- INT SUM

pulledByte
s

Bytes
Pulled

Number of
bytes that
have been
pulled

- INT SUM

lastError Error
Message

Information
about the
error that
has
occurred
during
message
pulling

- STRIN
G

LAST

maxTime Max. RT Maximum
response
time for
pulling
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being
pulled at
the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRIN
G

LAST
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

totalTime Total RT Total
response
time for
pulling
messages

- INT SUM

range1 0–10 ms Number of
requests
with 0–10
ms
response
time

- INT SUM

range2 10–100
ms

Number of
requests
with 10–
100 ms
response
time

- INT SUM

range3 100–200
ms

Number of
requests
with 100–
200 ms
response
time

- INT SUM

range4 200–1000
ms

Number of
requests
with 200–
1000 ms
response
time

- INT SUM

range5 1–10s Number of
requests
with 1–10s
response
time

- INT SUM

range6 > 10s Number of
requests
with
response
time longer
than 10s

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

Total
monitorin
g (total:
APM
counts
message
consumpti
on
statistics
by client.)

consumeE
rrorCount

Consumpt
ion Errors

Number of
message
consumptio
n errors

- INT SUM

consumeI
nvokeCou
nt

consumeI
nvokeCou
nt

Number of
consumptio
n call times

- INT SUM

consumed
MsgCount

consumed
MsgCount

Number of
messages
that have
been
consumed

- INT SUM

consumed
Bytes

Bytes
Consumed

Number of
bytes that
have been
consumed

- INT SUM

consumeT
otalTime

Total RT
for
Message
Consumpt
ion

Total
response
time for
consuming
messages

- INT SUM

reconsum
eTimes

Message
Re-
consumpti
on Times

Number of
message
re-
consumptio
n times

- INT SUM

pullErrorC
ount

Pull Errors Number of
message
pull errors

- INT SUM

pullInvoke
Count

pullInvoke
Count

Number of
pull calls

- INT SUM

pulledMsg
Count

pulledMsg
Count

Number of
messages
that have
been pulled

- INT SUM

pulledByte
s

Bytes
Pulled

Number of
bytes that
have been
pulled

- INT SUM
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Category Metric Name Descriptio
n

Unit Data
Type

Default
Aggregati
on Mode

pullTotalTi
me

Total Pull
RT

Total
response
time for
pulling
messages

- INT SUM

 

7.9.7 RocketMqProducer Monitoring
This section describes the types, names, and meanings of RocketMqProducer
metrics collected by APM.

Table 7-68 RocketMqProducer metrics

Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

Exception
(exceptio
n:
exception
statistics
of
RabbitMq
Producer
calls)

exception
Type

Exception
Type

Exception
type

- ENU
M

LAST

causeType Exception
Class

Exception
class

- ENU
M

LAST

count Count Number of
times the
exception has
occurred

- INT SUM

message Exception
Message

Message
returned
when the
exception has
occurred

- STRIN
G

LAST

stackTrace Exception
Stack

Exception
stack
information

- CLOB LAST
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

clientId
monitorin
g
(clientIdP
ublish:
APM
counts
message
push
statistics
by
clientId.)

clientId clientId Client
instance ID

- ENU
M

LAST

group Producer
Group

Producer
group

- ENU
M

LAST

pid pid PID - STRIN
G

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages for
concurrent
push

- INT MAX

errorCoun
t

Errors Number of
message
push errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in a
collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
message
push calls

- INT SUM

published
MsgCount

published
MsgCount

Number of
push
messages

- INT SUM

published
Bytes

Push
Bytes

Number of
push bytes

- INT SUM

lastError Error
Message

Information
about the
error that has
occurred
during
message
pushing

- STRIN
G

LAST

maxTime Max. RT Maximum
response time
for pushing
messages

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being pushed
at the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

totalTime Total RT Total
response time
for pushing
messages

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

Topic
monitorin
g
(topicPub
lish: APM
counts
message
push
statistics
by topic.)

clientId clientId Client
instance ID

- ENU
M

LAST

group Producer
Group

Producer
group

- ENU
M

LAST

topic Topic Topic to
which a
message is
pushed

- ENU
M

LAST

pid pid PID - STRIN
G

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages for
concurrent
push

- INT MAX

errorCoun
t

Errors Number of
message
push errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in a
collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
message
push calls

- INT SUM

published
MsgCount

published
MsgCount

Number of
push
messages

- INT SUM

published
Bytes

Push
Bytes

Number of
push bytes

- INT SUM

lastError Error
Message

Information
about the
error that has
occurred
during
message
pushing

- STRIN
G

LAST
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

maxTime Max. RT Maximum
response time
for pushing
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being pushed
at the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

totalTime Total RT Total
response time
for pushing
messages

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Queue
monitorin
g
(queuePu
blish:
APM
counts
message
push
statistics
by
queue.)

clientId clientId Client
instance ID

- ENU
M

LAST

group Producer
Group

Producer
group

- ENU
M

LAST

queue Message
Queue

Message
queue ID

- ENU
M

LAST

pid pid PID - STRIN
G

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages for
concurrent
push

- INT MAX

errorCoun
t

Errors Number of
message
push errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in a
collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
message
push calls

- INT SUM

published
MsgCount

published
MsgCount

Number of
push
messages

- INT SUM

published
Bytes

Push
Bytes

Number of
push bytes

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

lastError Error
Message

Information
about the
error that has
occurred
during
message
pushing

- STRIN
G

LAST

maxTime Max. RT Maximum
response time
for pushing
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being pushed
at the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

totalTime Total RT Total
response time
for pushing
messages

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Broker
monitorin
g
(brokerPu
blish:
APM
counts
message
push
statistics
by
broker.)

clientId clientId Client
instance ID

- ENU
M

LAST

group Producer
Group

Producer
group

- ENU
M

LAST

broker broker Broker
address

- ENU
M

LAST

pid pid PID - STRIN
G

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
messages for
concurrent
push

- INT MAX

errorCoun
t

Errors Number of
message
push errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in a
collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
message
push calls

- INT SUM

published
MsgCount

published
MsgCount

Number of
push
messages

- INT SUM

published
Bytes

Push
Bytes

Number of
push bytes

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

lastError Error
Message

Information
about the
error that has
occurred
during
message
pushing

- STRIN
G

LAST

maxTime Max. RT Maximum
response time
for pushing
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
messages
that are
being pushed
at the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

totalTime Total RT Total
response time
for pushing
messages

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM

range4 200–1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Transactio
n
monitorin
g
(transacti
onPublish
: APM
counts
transactio
n
message
push
statistics
by client.)

clientId clientId Client
instance ID

- ENU
M

LAST

group Producer
Group

Producer
group

- ENU
M

LAST

pid pid PID - STRIN
G

LAST

concurren
tMax

Max.
Concurren
cy

Maximum
number of
transaction
messages for
concurrent
push

- INT MAX

errorCoun
t

Errors Number of
transaction
message
push errors

- INT SUM

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounters
an error in a
collection
period

- STRIN
G

LAST

invokeCou
nt

invokeCou
nt

Number of
message
push calls

- INT SUM

Application Performance Management
Service Overview 7 Metric Overview

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 231



Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

lastError Error
Message

Error
information
generated
when an
error has
occurred
during
transaction
message
push

- STRIN
G

LAST

maxTime Max. RT Maximum
response time
for pushing
transaction
messages

- INT MAX

runningCo
unt

Ongoing
Executions

Number of
transaction
messages
that are
being pushed
at the time of
collection

- INT SUM

slowTraceI
d

Slow
Trace ID

ID of the
slowest trace
in a collection
period

- STRIN
G

LAST

totalTime Total RT Total
response time
for pushing
transaction
messages

- INT SUM

range1 0–10 ms Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–200
ms

Number of
requests with
100–200 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

range4 200–1000
ms

Number of
requests with
200–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

Total
monitorin
g (total:
APM
counts
message
push
statistics
by client.)

errorCoun
t

Errors Number of
message
push errors

- INT SUM

invokeCou
nt

invokeCou
nt

Number of
message
push calls

- INT SUM

published
MsgCount

published
MsgCount

Number of
push
messages

- INT SUM

published
Bytes

Push
Bytes

Number of
push bytes

- INT SUM

totalTime Total RT Total
response time
for pushing
messages

- INT SUM

 

7.10 RPC
APM collects remote procedure calls (RPCs) metrics, covering gRPCClient and
gRPCServer monitoring. This section describes the types, names, and meanings of
RPC metrics collected by APM.

7.10.1 GRPCClient Monitoring
This section describes the types, names, and meanings of GRPCClient metrics
collected by APM.
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Table 7-69 GRPCClient monitoring metrics

Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

Method
monitorin
g (detail:
APM
counts
URL call
statistics
by
method.)

method Metho
d

Request
method

- ENUM LAST

concurren
tMax

Max.
Concur
rency

Maximum
concurrency of
the method

- INT MAX

errorCoun
t

Errors Number of
times that the
method fails to
be called

- INT SUM

invokeCou
nt

Calls Number of
times that the
method is
called

- INT SUM

maxTime Max.
RT

Maximum
response time
of the method
in a collection
period

- INT MAX

runningCo
unt

Ongoin
g
Executi
ons

Number of
executions of
the method at
the time of
collection

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggrega
tion
Mode

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than 10s

- INT SUM

totalTime Total
RT

Total response
time of the
method

- INT SUM

Cluster
call
(cluster:
APM
counts
URL call
statistics
based on
the cluster
ID of the
caller.)

clusterId Cluster
ID

Cluster ID of
the caller

- ENUM LAST

invokeCou
nt

Calls Number of
times the
cluster is called

- INT SUM

totalTime Total
RT

Total response
time for calling
the cluster

- INT SUM

errorCoun
t

Errors Number of
times that the
cluster fails to
be called

- INT SUM

 

7.10.2 GRPCServer Monitoring
This section describes the types, names, and meanings of GRPCServer metrics
collected by APM.
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Table 7-70 GRPCServer monitoring collection parameters

Parame
ter

Data
Type

Applic
ation
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Samplin
g Type

radio JAVA 4 1.0.0 - Sampling
type.
Options: full
sampling,
percentage
sampling,
fixed-
quantity
sampling per
minute, and
intelligent
sampling
(default).

Samplin
g Ratio

integ
er

JAVA 10 1.0.0 - Percentage
of samples to
the total
number of
trace data
records

Sample
s/
Minute

integ
er

JAVA 1000 1.0.0 - Number of
trace data
records
collected
every minute.

Slow
Request
Thresho
ld

integ
er

JAVA 800 2.0.0 - Slow request
threshold. If
the threshold
is crossed,
the method
is regarded
as a slow
method. In
that case, the
trace
sampling
ratio will be
increased by
default.
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Parame
ter

Data
Type

Applic
ation
Type

Defa
ult

Supported
Start Agent
Version

Supported
End Agent
Version

Description

Method
Configu
ration

obj_ar
ray

JAVA - 2.0.0 - Configure the
slow request
threshold
and sampling
ratio for each
method
separately.
The following
sampling
policies can
be set:
percentage
sampling,
fixed-
quantity
sampling per
minute, and
automatic
sampling.

 

Table 7-71 GRPCServer monitoring metrics

Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

Method
monitorin
g (detail:
APM
counts
URL call
statistics
by
method.)

method Metho
d

Request
method

- ENUM LAST

concurren
tMax

Max.
Concur
rency

Maximum
concurrency of
the method

- INT MAX

errorCoun
t

Errors Number of
times that the
method fails
to be called

- INT SUM

invokeCou
nt

Calls Number of
times that the
method is
called

- INT SUM

maxTime Max.
RT

Maximum
response time
of the method
in a collection
period

- INT MAX
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

runningCo
unt

Ongoin
g
Executi
ons

Number of
executions of
the method at
the time of
collection

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s
response time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than
10s

- INT SUM

totalTime Total
RT

Total response
time of the
method

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregat
ion Mode

Cluster
call
(cluster:
APM
counts
URL call
statistics
based on
the cluster
ID of the
caller.)

clusterId Cluster
ID

Cluster ID of
the caller

- ENUM LAST

invokeCou
nt

Calls Number of
times the
cluster is
called

- INT SUM

totalTime Total
RT

Total response
time for
calling the
cluster

- INT SUM

errorCoun
t

Errors Number of
times that the
cluster fails to
be called

- INT SUM

 

7.11 IoT
APM collects IoT metrics, including CoapClient, CoapServer, MoquetteBroker,
PahoPublisher, PahoSubscriber, and Paho. This section describes the types, names,
and meanings of IoT metrics collected by APM.

7.11.1 CoapClient Monitoring
This section describes the types, names, and meanings of CoapClient metrics
collected by APM.

Table 7-72 Call metrics

Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

URL
monitorin
g (detail:
APM
counts
URL call
statistics
by URL,
packet
type, and
request
type.)

url URL Request URL - ENUM LAST

request
Type

Packet
Type

Packet type - ENUM LAST

concurr
entMax

Max.
Concu
rrency

Maximum
concurrency of
the method

- INT MAX

errorCo
unt

Errors Number of
times that the
method fails to
be called

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

invoke
Count

Calls Number of
times that the
method is
called

- INT SUM

maxTi
me

Max.
RT

Maximum
response time
of the method
in a collection
period

- INT MAX

runnin
gCount

Ongoi
ng
Execut
ions

Number of
executions of
the method at
the time of
collection

- INT SUM

range1 0–10
ms

Number of
requests with
0–10 ms
response time

- INT SUM

range2 10–
100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with
1–10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than 10s

- INT SUM

totalTi
me

Total
RT

Total response
time of the
method

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregatio
n Mode

metho
d

Reque
st
Type

Request type - ENUM LAST

errorTr
aceId

Error
Trace
ID

ID of the trace
that encounters
an error in a
collection
period

- STRING LAST

slowTra
ceId

Slow
Trace
ID

ID of the
slowest trace in
a collection
period

- STRING LAST

lastErro
r

Error
Messa
ge

Error message - STRING LAST

Status
code
(statusInf
o: APM
counts
URL call
statistics
based on
the status
code
returned.)

statusI
nfo

Status
Code

Status code - ENUM LAST

count Calls Number of
times that the
status code has
occurred

- INT SUM

url Sampl
e URL

Sample URL
which returns
the status code
in a collection
period

- STRING LAST

Cluster
call (CON
packets)
(cluster_c
on: APM
counts
URL call
statistics
(CON
packets)
based on
the cluster
ID.)

clusterI
d

Cluste
r ID

Cluster ID of
the caller

- ENUM LAST

invoke
Count

Calls Number of
times the
cluster is called

- INT SUM

totalTi
me

Total
RT

Total response
time for calling
the cluster

- INT SUM

errorCo
unt

Errors Number of
times that the
cluster fails to
be called

- INT SUM

CoapClien
t version
(version)

version Versio
n

Version - STRING LAST
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7.11.2 CoapServer Monitoring
This section describes the types, names, and meanings of CoapServer metrics
collected by APM.

Table 7-73 CoapServer metrics

Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

URL
monitorin
g (detail:
APM
counts
URL call
statistics
by URL,
packet
type, and
request
type.)

url URL Request URL - ENUM LAST

request
Type

Packet
Type

Packet type - ENUM LAST

concurr
entMax

Max.
Concur
rency

Maximum
concurrency of
the method

- INT MAX

errorCo
unt

Errors Number of times
that the method
fails to be called

- INT SUM

invokeC
ount

Calls Number of times
that the method
is called

- INT SUM

maxTim
e

Max.
RT

Maximum
response time of
the method in a
collection period

- INT MAX

running
Count

Ongoin
g
Executi
ons

Number of
executions of the
method at the
time of
collection

- INT SUM

range1 0–10
ms

Number of
requests with 0–
10 ms response
time

- INT SUM

range2 10–100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500 ms

Number of
requests with
100–500 ms
response time

- INT SUM
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with 1–
10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than 10s

- INT SUM

totalTi
me

Total
RT

Total response
time of the
method

- INT SUM

method Reques
t Type

Request type - ENUM LAST

errorTra
ceId

Error
Trace
ID

ID of the trace
that encounters
an error in a
collection period

- STRIN
G

LAST

slowTra
ceId

Slow
Trace
ID

ID of the slowest
trace in a
collection period

- STRIN
G

LAST

lastErro
r

Error
Messag
e

Error message - STRIN
G

LAST

Status
code
(statusInf
o: APM
counts
URL call
statistics
based on
the status
code
returned.)

statusIn
fo

Status
Code

Status code - ENUM LAST

count Calls Number of times
that the status
code has
occurred

- INT SUM

url url URL
corresponding to
the status code

- STRIN
G

LAST
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Category Metric Name Description Unit Data
Type

Default
Aggregati
on Mode

Cluster
call
(cluster:
APM
counts
URL call
statistics
based on
the cluster
ID of the
caller.)

clusterI
d

Cluster
ID

Cluster ID of the
caller

- ENUM LAST

invokeC
ount

Calls Number of times
the cluster is
called

- INT SUM

totalTi
me

Total
RT

Total response
time for calling
the cluster

- INT SUM

errorCo
unt

Errors Number of times
that the cluster
fails to be called

- INT SUM

clientErr
orCount

Client
Errors

Number of client
errors

- INT SUM

serverEr
rorCoun
t

Server
Errors

Number of
server errors

- INT SUM

CoapServe
r version
(version)

version Version Version - STRIN
G

LAST

 

7.11.3 MoquetteBroker Monitoring
This section describes the types, names, and meanings of MoquetteBroker metrics
collected by APM.

Table 7-74 MoquetteBroker metrics

Category Metric Name Descripti
on

Unit Data
Type

Default
Aggregati
on Mode

Exception
(exceptio
n:
Moquette
Broker
call
exception
statistics)

exception
Type

Exception
Type

Exception
type

- ENUM LAST

causeType Exception
Class

Exception
class

- ENUM LAST

count Count Number
of times
the
exception
has
occurred

- INT SUM
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Category Metric Name Descripti
on

Unit Data
Type

Default
Aggregati
on Mode

message Exception
Message

Message
returned
when the
exception
has
occurred

- STRING LAST

stackTrace Exception
Stack

Exception
stack
informatio
n

- CLOB LAST

Moquette
Broker
version
(version)

version Version Version - STRING LAST

Moquette
Broker
topic
summary
(total:
Moquette
Broker
topic
summary)

msgSentC
ount

Message
Sending
Times

Total
number of
message
sending
times

- INT SUM

bytesSent Bytes Sent Total
number of
bytes sent

- INT SUM

msgReceiv
edCount

Message
Receiving
Times

Total
number of
message
receiving
times

- INT SUM

bytesRecei
ved

Bytes
Received

Total
number of
bytes
received

- INT SUM

Moquette
Broker
topic-
based
monitorin
g
(brokerTo
pic)

topic Topic Topic - ENUM LAST

subscribe
Count

Subscripti
ons

Number
of
subscripti
ons

- INT SUM

msgSentC
ount

Message
Sending
Times

Number
of
message
sending
times

- INT SUM
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Category Metric Name Descripti
on

Unit Data
Type

Default
Aggregati
on Mode

bytesSent Bytes Sent Number
of bytes
sent

- INT SUM

msgReceiv
edCount

Message
Receiving
Times

Number
of
message
receiving
times

- INT SUM

bytesRecei
ved

Bytes
Received

Number
of bytes
received

- INT SUM

 

7.11.4 PahoPublisher Monitoring
This section describes the types, names, and meanings of PahoPublisher metrics
collected by APM.

Table 7-75 PahoPublisher metrics

Category Metric Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

Monitorin
g of
PUBLISH
packets
sent by
PahoPubli
sher
(message
)

uri servic
eUri

URI of the MQTT
server connected
to PahoPublisher

- ENUM LAST

msgTyp
e

Packe
t Type

Type of the
packet that is
sent

- ENUM LAST

concurr
entMax

Max.
Concu
rrency

Maximum
concurrency

- INT MAX

errorCo
unt

Errors Number of errors - INT SUM

errorTr
aceId

Error
Trace
ID

ID of the trace
that encounters
an error in a
collection period

- STRIN
G

LAST

slowTra
ceId

Slow
Trace
ID

ID of the slowest
trace in a
collection period

- STRIN
G

LAST
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Category Metric Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

invoke
Count

Calls Number of calls - INT SUM

lastErro
r

Error
Mess
age

Error message - STRIN
G

LAST

maxTi
me

Max.
RT

Maximum
response time

- INT MAX

totalTi
me

Total
RT

Total response
time

- INT SUM

range1 0–10
ms

Number of
requests with 0–
10 ms response
time

- INT SUM

range2 10–
100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range3 100–
500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range4 500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range5 1–10s Number of
requests with 1–
10s response
time

- INT SUM

range6 > 10s Number of
requests with
response time
longer than 10s

- INT SUM
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Category Metric Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

Node-
based
monitorin
g of
PUBLISH
packets
sent by
PahoPubli
sher
(uriMessa
ge)

uri servic
eUri

URI of the MQTT
server connected
to PahoPublisher

- ENUM LAST

errorCo
unt

Errors Number of errors - INT SUM

invoke
Count

Calls Number of calls - INT SUM

totalTi
me

Total
RT

Total response
time

- INT SUM

Exception
(exceptio
n:
exception
statistics
of
PahoPubli
sher calls)

excepti
onType

Excep
tion
Type

Exception type - ENUM LAST

causeT
ype

Excep
tion
Class

Exception class - ENUM LAST

count Count Number of times
the exception has
occurred

- INT SUM

messag
e

Excep
tion
Mess
age

Message
returned when
the exception has
occurred

- STRIN
G

LAST

stackTr
ace

Excep
tion
Stack

Exception stack
information

- CLOB LAST

PahoPubli
sher
monitorin
g by topic
(clientPu
blish)

clientId clientI
d

clientId - ENUM LAST

topic Topic Topic - ENUM LAST

msgSe
ntCoun
t

Mess
age
Sendi
ng
Times

Number of
message sending
times

- INT SUM

bytesSe
nt

Bytes
Sent

Number of bytes
sent

- INT SUM

PahoPubli
sher
version
(version)

version Versio
n

Version - STRIN
G

LAST
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Category Metric Nam
e

Description Unit Data
Type

Default
Aggregatio
n Mode

PahoPubli
sher topic
summary
(total)

msgSe
ntCoun
t

Mess
age
Sendi
ng
Times

Total number of
message sending
times

- INT SUM

bytesSe
nt

Bytes
Sent

Total number of
bytes sent

- INT SUM

 

7.11.5 PahoSubscriber Monitoring
This section describes the types, names, and meanings of PahoSubscriber metrics
collected by APM.

Table 7-76 PahoSubscriber metrics

Category Metri
c

Name Description Unit Data
Type

Default
Aggreg
ation
Mode

Monitoring of
PUBLISH
packets
received by
PahoSubscribe
r (message)

uri service
Uri

URI of the
MQTT server
connected to
PahoSubscriber

- ENUM LAST

msgTy
pe

Packet
Type

Type of the
packet that is
sent

- ENUM LAST

concu
rrent
Max

Max.
Concu
rrency

Maximum
concurrency

- INT MAX

errorC
ount

Errors Number of
errors

- INT SUM

errorT
raceId

Error
Trace
ID

ID of the trace
that encounters
an error in a
collection
period

- STRING LAST

slowTr
aceId

Slow
Trace
ID

ID of the
slowest trace in
a collection
period

- STRING LAST
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Category Metri
c

Name Description Unit Data
Type

Default
Aggreg
ation
Mode

invoke
Count

Calls Number of calls - INT SUM

lastErr
or

Error
Messa
ge

Error message - STRING LAST

maxTi
me

Max.
RT

Maximum
response time

- INT MAX

totalTi
me

Total
RT

Total response
time

- INT SUM

range
1

0–10
ms

Number of
requests with 0–
10 ms response
time

- INT SUM

range
2

10–
100
ms

Number of
requests with
10–100 ms
response time

- INT SUM

range
3

100–
500
ms

Number of
requests with
100–500 ms
response time

- INT SUM

range
4

500–
1000
ms

Number of
requests with
500–1000 ms
response time

- INT SUM

range
5

1–10s Number of
requests with 1–
10s response
time

- INT SUM

range
6

> 10s Number of
requests with
response time
longer than 10s

- INT SUM
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Category Metri
c

Name Description Unit Data
Type

Default
Aggreg
ation
Mode

Node-based
monitoring of
PUBLISH
packets
received by
PahoSubscribe
r
(uriMessage)

uri service
Uri

URI of the
MQTT server
connected to
PahoSubscriber

- ENUM LAST

errorC
ount

Errors Errors - INT SUM

invoke
Count

Numb
er of
calls

Calls - INT SUM

totalTi
me

Total
RT

Total response
time

- INT SUM

Exception
(exception:
exception
statistics of
PahoSubscribe
r calls)

except
ionTy
pe

Except
ion
Type

Exception type - ENUM LAST

cause
Type

Except
ion
Class

Exception class - ENUM LAST

count Count Number of
times the
exception has
occurred

- INT SUM

messa
ge

Except
ion
Messa
ge

Message
returned when
the exception
has occurred

- STRING LAST

stackT
race

Except
ion
Stack

Exception stack
information

- CLOB LAST

PahoSubscribe
r topic-based
monitoring
(clientReceiv
e)

clientI
d

clientI
d

clientId - ENUM LAST

topic Topic Topic - ENUM LAST

msgR
eceive
dCoun
t

Messa
ge
Receivi
ng
Times

Number of
message
receiving times

- INT SUM

bytes
Receiv
ed

Bytes
Receiv
ed

Number of
bytes received

- INT SUM
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Category Metri
c

Name Description Unit Data
Type

Default
Aggreg
ation
Mode

PahoSubscribe
r version
(version)

versio
n

Versio
n

Version - STRING LAST

PahoSubscribe
r topic
summary
(total)

msgR
eceive
dCoun
t

Messa
ge
Receivi
ng
Times

Total number of
message
receiving times

- INT SUM

bytes
Receiv
ed

Bytes
Receiv
ed

Total number of
bytes received

- INT SUM

 

7.12 Communication Protocol
This section describes the types, names, and meanings of WebSocket metrics
collected by APM.

Table 7-77 WebSocket metrics

Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

Exception
(exceptio
n:
WebSocke
t
exception
statistics)

exception
Type

Exception
Type

Exception
type

- ENUM LAS
T

causeType Exception
Class

Exception
class

- ENUM LAS
T

count Count Number
of times
the
exception
has
occurred

- INT SU
M
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Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

message Exception
Message

Message
returned
when the
exception
has
occurred

- STRING LAS
T

stackTrace Exception
Stack

Exception
stack
informatio
n

- CLOB LAS
T

WebSocke
t message
monitorin
g
(message:
WebSocke
t message
processing
informatio
n)

url url URL
correspon
ding to
WebSocke
t

- ENUM LAS
T

errorCoun
t

Errors Number
of
message
processing
errors

- INT SU
M

errorTrace
Id

Error
Trace ID

ID of the
trace that
encounter
s an error
in a
collection
period

- STRING LAS
T

slowTraceI
d

Slow
Trace ID

ID of the
slowest
trace in a
collection
period

- STRING LAS
T
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Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

invokeCou
nt

Calls Number
of times
that the
message
processing
method is
called

- INT SU
M

traffic Traffic Traffic - INT SU
M

createSess
ionCount

Created
Connectio
ns

Number
of
connectio
ns that
have been
created

- INT SU
M

closeSessi
onCount

Closed
Connectio
ns

Number
of closed
connectio
ns

- INT SU
M

closeReas
on

Close
Reason

Cause of
the
connectio
n closure

- STRING LAS
T

maxTime Max. RT Maximum
response
time

- INT MA
X

totalTime Total RT Total
response
time

- INT SU
M

range1 0–10 ms Number
of
requests
with 0–10
ms
response
time

- INT SU
M
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Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

range2 10–100
ms

Number
of
requests
with 10–
100 ms
response
time

- INT SU
M

range3 100–500
ms

Number
of
requests
with 100–
500 ms
response
time

- INT SU
M

range4 500–1000
ms

Number
of
requests
with 500–
1000 ms
response
time

- INT SU
M

range5 1–10s Number
of
requests
with 1–
10s
response
time

- INT SU
M

range6 > 10s Number
of
requests
with
response
time
longer
than 10s

- INT SU
M
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Category Metric Name Descripti
on

Unit Data
Type

Def
aul
t
Ag
gre
gat
ion
Mo
de

WebSocke
t
summary
(total:
summary
statistics)

errorCoun
t

Errors Total
number of
errors

- INT SU
M

invokeCou
nt

Calls Total
number of
calls

- INT SU
M

createSess
ionCount

Created
Connectio
ns

Number
of
connectio
ns that
have been
created

- INT SU
M

closeSessi
onCount

Closed
Connectio
ns

Number
of closed
connectio
ns

- INT SU
M

traffic Traffic Traffic - INT SU
M

totalTime Total RT Total
response
time

- INT SU
M
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8 Privacy and Sensitive Information
Protection Statement

All O&M data will be displayed on the APM console. Therefore, you are not
advised to upload your privacy or sensitive data to APM. If you need to upload
such data, encrypt them.
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9 Data Collection

After you enable data collection, APM collects application performance metrics
and tracing data. Your personal privacy data will not be collected. The collected
data will be used only for application performance analysis and fault diagnosis,
and will not be used for commercial purposes.

Data
Type

Collected Data Transmis
sion
Mode

Storage
Mode

Function Storage
Period

Perfor
mance
metric
data

JVM data,
exceptions,
databases, SQL
statements, and
middleware call
data

WebSock
et Secure
(WSS)

Tenant-
based
isolated
storage on
the server

Metric
query
and
display at
the
frontend

7 days for
the basic
edition and
30 days for
the
enterprise
edition. The
data will be
permanently
deleted
upon
expiration.

Tracing
data

Trace event data,
including
middleware
invocation data

WSS Tenant-
based
isolated
storage on
the server

Query
and
display at
the
tracing
frontend

7 days for
the basic
edition and
30 days for
the
enterprise
edition. The
data will be
permanently
deleted
upon
expiration.
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Data
Type

Collected Data Transmis
sion
Mode

Storage
Mode

Function Storage
Period

Resour
ce
inform
ation

Service type,
service name,
creation time,
deletion time,
node address,
and service
release API

WSS Tenant-
based
isolated
storage on
the server

Query
and
display at
the
resource
library
frontend

7 days for
the basic
edition and
30 days for
the
enterprise
edition. The
data will be
permanently
deleted
upon
expiration.

Resour
ce
attribu
tes

System type,
system startup
event, number
of CPUs, service
executor, service
process ID,
service pod ID,
CPU label,
system version,
web framework,
JVM version,
time zone,
system name,
collector version,
and LastMail
URL

WSS Tenant-
based
isolated
storage on
the server

Query
and
display at
the
resource
library
frontend

7 days for
the basic
edition and
30 days for
the
enterprise
edition. The
data will be
permanently
deleted
upon
expiration.

 

Table 9-1 Restrictions on collection items

Collection Item Maximum Value

Monitoring item rows 500

SQL length 2000 characters

SQL result bodies 100

SQL result body content 999 characters

Redis body length 100 characters

Mongo clusters 10

Mongo command length 2000 characters

HBase command length 500 characters
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Collection Item Maximum Value

ES RestClients 10

Cassandra CQL length 2000 characters

Cassandra sessions 10

Kafka MBean object names 100

Cache IP addresses corresponding to
Kafka client IDs

100

RabbitMQ connection addresses 20

Cache connections for each RabbitMQ
address

100

RabbitMQ consumers 500

Cache channels for each RabbitMQ
consumer

100

RabbitMQ messages without ACK in
each channel

3000

Manual ACK consumers in RabbitMQ
cache

20

RocketMQ PIDs 20

RocketMQ client IDs 20

Jetcd tag length 500 characters

HttpClient connections 10

Report time of connection pool trace 1 ms

Dubbo invocation length 500 characters

Dubbo attachment length 500 characters

URL body length 9999 characters

Application code body length 0 characters

Java method body length 8192 characters
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10 Usage Restrictions

10.1 Java

Supported Java Components and Frameworks

Currently, APM can connect to Java applications. APM supports multiple
mainstream Java frameworks, web servers, communications protocols, and
databases.

Table 10-1 Java components and frameworks supported by Huawei-developed
Agents

Agent Type Component JDK 1.8 JDK 17

Huawei-
developed

Dubbo 2.6.X 2.6.X

Huawei-
developed

Jedis 3.X.X 3.X.X

Huawei-
developed

Lettuce 5.X.X 5.X.X

Huawei-
developed

ServiceComb 2.X.X -

Huawei-
developed

Log4j 1.X.X 1.X.X

Huawei-
developed

Log4j2 2.X.X 2.X.X

Huawei-
developed

HttpClient 4.X.X 4.X.X

Huawei-
developed

JDK HttpClient 1.6–1.8 17
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Agent Type Component JDK 1.8 JDK 17

Huawei-
developed

MariaDB 2.X.X 2.X.X

Huawei-
developed

MySQL 5.X.X–8.X.X 5.X.X–8.X.X

Huawei-
developed

OkHttpClient 3.X.X 3.X.X

Huawei-
developed

Tomcat 6.X.X–9.X.X 9.X.X

Huawei-
developed

Jetty 8.X.X–9.X.X 9.X.X

Huawei-
developed

gRPC 1.X.X 1.X.X

Huawei-
developed

Reactor Netty 1.X.X -

Huawei-
developed

HBase 2.X.X 2.X.X

Huawei-
developed

MongoDB 3.X.X–4.X.X 3.X.X–4.X.X

Huawei-
developed

Redisson 3.10.X–3.16.X 3.10.X–3.16.X

Huawei-
developed

c3p0 0.9.X 0.9.X

Huawei-
developed

Cassandra3 3.X.X 3.X.X

Huawei-
developed

ClickHouse 0.3.X 0.3.X

Huawei-
developed

DBCP 2.X.X 2.X.X

Huawei-
developed

Druid 1.X.X 1.X.X

Huawei-
developed

HttpAsyncClient 4.X.X 4.X.X

Huawei-
developed

Jetty Client 9.X.X 9.X.X

Huawei-
developed

MariaDB3 3.X.X 3.X.X

Huawei-
developed

MyBatis 3.X.X 3.X.X
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Agent Type Component JDK 1.8 JDK 17

Huawei-
developed

Netty 4.X.X 4.X.X

Huawei-
developed

PostgreSQL 42.X.X 42.X.X

Huawei-
developed

RabbitMQ 5.X.X 5.X.X

Huawei-
developed

Undertow 2.X.X 2.X.X

Huawei-
developed

WebSocket 9.X.X 9.X.X

Huawei-
developed

Elasticsearch 7.X.X 7.X.X

Huawei-
developed

Oracle 10.X.X 10.X.X

Huawei-
developed

RocketMQ 4.X.X 4.X.X

Huawei-
developed

Kafka 2.X.X 2.X.X

Huawei-
developed

springCloudGate-
way

2.1.X–3.1.X -

 

Table 10-2 Java components supported by SkyWalking Agents

Agent Type Component Version

SkyWalking Tomcat 7–10

SkyWalking Spring Boot Web 4.x

SkyWalking Spring MVC 3.x, 4.x 5.x with servlet
3.x

SkyWalking Spring MVC 6.x

SkyWalking Nutz Web Framework 1.x

SkyWalking Struts2 MVC 2.3.x–2.5.x

SkyWalking Resin 3–4

SkyWalking Jetty Server 9.x–11.x

SkyWalking Spring WebFlux 5.x

SkyWalking Undertow 1.3.0–2.0.27
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Agent Type Component Version

SkyWalking RESTEasy 3.1.0–6.2.4

SkyWalking Play Framework 2.6.x–2.8.x

SkyWalking Light4J Microservices
Framework

1.6.x–2.x

SkyWalking Netty SocketIO 1.x

SkyWalking Micronaut HTTP Server 3.2.x–3.6.x

SkyWalking Jersey REST framework 2.x–3.x

SkyWalking Grizzly 2.3.x–4.x

SkyWalking WebSphere Liberty 23.x

SkyWalking Feign 9.x

SkyWalking Netflix Spring Cloud
Feign

1.1.x–2.x

SkyWalking Okhttp 2.x–4.x

SkyWalking Spring RestTemplate 6.x

SkyWalking Jetty Client 9.x–11.x

SkyWalking Apache httpcomponent
AsyncClient

4.x

SkyWalking AsyncHttpClient 2.1+

SkyWalking JRE HttpURLConnection
(Optional²)

-

SkyWalking Hutool-http client 5.x

SkyWalking Micronaut HTTP Client 3.2.x–3.6.x

SkyWalking Spring Cloud Gateway 2.0.2.RELEASE–3.x

SkyWalking Apache ShenYu 2.4.x

SkyWalking Mysql Driver 5.x, 6.x, 8.x

SkyWalking H2 Driver 1.3.x–1.4.x

SkyWalking ShardingSphere 3.0.0, 4.0.0, 4.0.1, 4.1.0,
4.1.1, 5.0.0

SkyWalking PostgreSQL Driver 8.x, 9.x, 42.x

SkyWalking Mariadb Driver 2.x, 1.8

SkyWalking InfluxDB 2.5–2.17

SkyWalking Mssql-Jtds 1.x
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Agent Type Component Version

SkyWalking Mssql-jdbc 6.x–8.x

SkyWalking ClickHouse-jdbc 0.3.x

SkyWalking Apache-Kylin-Jdbc 2.6.x–4.x

SkyWalking Impala-jdbc 2.6.x

SkyWalking Dubbo 2.5.4–2.7.0

SkyWalking Dubbox 2.8.4

SkyWalking Apache Dubbo 2.7.x–3.x

SkyWalking Motan 0.2.x–1.1.0

SkyWalking gRPC 1.x

SkyWalking Apache ServiceComb
Java Chassis

1.x, 2.x

SkyWalking SOFARPC 5.4.0

SkyWalking Armeria 0.63.0–1.22.0

SkyWalking Apache Avro 1.7.0–1.8.x

SkyWalking Finagle 6.44.0–20.1.0

SkyWalking Brpc-Java 2.3.7–3.0.5

SkyWalking JSONRPC4J 1.2.0–1.6

SkyWalking Nacos-Client 2.x

SkyWalking RocketMQ 3.x–5.x

SkyWalking RocketMQ-gRPC 5.x

SkyWalking Kafka 0.11.0.0–3.2.3

SkyWalking Spring Kafka Consumer 1.3.x–2.3.x

SkyWalking ActiveMQ 5.10.0–5.15.4

SkyWalking RabbitMQ 3.x–5.x

SkyWalking Pulsar 2.2.x–2.9.x

SkyWalking NATS 2.14.x–2.15.x

SkyWalking Aliyun ONS 1.x

SkyWalking aerospike 3.x–6.x

SkyWalking Jedis 2.x–4.x

SkyWalking Redisson Easy Java Redis
client

3.5.2+
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Agent Type Component Version

SkyWalking Lettuce 5.x

SkyWalking MongoDB Java Driver 2.13–2.14, 3.4.0–3.12.7,
4.0.0–4.1.0

SkyWalking Spymemcached 2.x

SkyWalking Xmemcached 2.x

SkyWalking transport-client 5.2.x–5.6.x, 6.2.3–6.8.4,
7.0.0–7.5.2

SkyWalking rest-high-level-client 6.7.1–6.8.4, 7.0.0–7.5.2

SkyWalking SolrJ 7.x

SkyWalking cassandra-java-driver 3.7.0–3.7.2

SkyWalking hbase-client HTable 1.0.0–2.4.2

SkyWalking Neo4j-java 4.x

SkyWalking Zookeeper 3.4.x

SkyWalking Spring Bean annotations 3.x–4.x

SkyWalking Spring Core Async
SuccessCallback/
FailureCallback/
ListenableFutureCallback

4.x

SkyWalking Spring Transaction 4.x–5.x

SkyWalking Hystrix 1.4.20–1.5.18

SkyWalking Sentinel 1.7.0–1.8.1

SkyWalking Elastic Job 2.x

SkyWalking Apache ShardingSphere-
Elasticjob

3.x

SkyWalking Spring @Scheduled 3.1+

SkyWalking Quartz Scheduler 2.x

SkyWalking XXL Job 2.x

SkyWalking Canal 1.0.25–1.1.2

SkyWalking GSON 2.8.x

SkyWalking Fastjson 1.2.x

SkyWalking Jackson 2.x

SkyWalking Vert.x Eventbus 3.2–4.x

Application Performance Management
Service Overview 10 Usage Restrictions

Issue 01 (2023-09-04) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 266



Agent Type Component Version

SkyWalking Vert.x Web 3.x–4.x

SkyWalking Spring 4.x–5.x

SkyWalking Quasar 0.7.x

SkyWalking Ehcache 2.x

SkyWalking GuavaCache 18.x–23.x

SkyWalking Coroutine 1.0.1–1.3.x

SkyWalking Graphql 8.0–17.x

SkyWalking Alibaba Druid 1.x

SkyWalking HikariCP 3.x–4.x

SkyWalking Log4j 2.x

SkyWalking Log4j2 1.2.x

SkyWalking logback 1.2.x

SkyWalking MyBatis 3.4.x–3.5.x

SkyWalking GuavaEventBus 19.x–31.x-jre

SkyWalking Undertow 2.1.x–2.6.x

SkyWalking Grizzly 2.3.x–4.x

SkyWalking Jetty 9.1.x–11.x

 

OSs Supported by APM JavaAgents

Table 10-3 OSs supported by APM JavaAgents (version 2.4.1)

Agent
Type

CPU
Arch
itect
ure

vCP
Us

Mem
ory

Flavor OS System Version Resu
lt

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

CentOS CentOS 8.1 64-bit for
GPU

Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

CentOS CentOS 7.6 64-bit for
Tenant 20230712

Supp
orte
d
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Agent
Type

CPU
Arch
itect
ure

vCP
Us

Mem
ory

Flavor OS System Version Resu
lt

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

CentOS CentOS 7.3 64-bit Supp
orte
d

Huaw
ei-
develo
ped

x86 4 16 Sit3.xl
arge.4

CentOS CentOS 7.4 64-bit Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

CentOS CentOS 6.8 64-bit Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2rm.
2u.4g

Debian Debian 11.1.0 64-bit
for Tenant 20221227

Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

Ubuntu Ubuntu 22.04 server
64-bit for Tenant
20230713

Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

Ubuntu Ubuntu 16.04 server
64-bit

Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

Huawei
Cloud
EulerOS

Huawei Cloud
EulerOS 2.0 Standard
64-bit for Tenant
20230606 base
2.0.2303.1

Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

Huawei
Cloud
EulerOS

Huawei Cloud
EulerOS 1.1 for
CentOS 64-bit for op5
Tenant 20230217
base 1.1.2212.1

Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

EulerOS EulerOS 2.9 64-bit for
Tenant 20230728
base 2.9.15

Supp
orte
d
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Agent
Type

CPU
Arch
itect
ure

vCP
Us

Mem
ory

Flavor OS System Version Resu
lt

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

EulerOS EulerOS 2.5 64-bit for
Tenant 2023714 base
2.5.15

Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

EulerOS EulerOS 2.2 64-bit for
Tenant 20210227

Supp
orte
d

Huaw
ei-
develo
ped

x86 2 4 s2.larg
e.2

Window
s

Windows Server 2019
Standard 64-bit 40
GB

Supp
orte
d

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

Huawei
Cloud
EulerOS

Huawei Cloud
EulerOS 2.0 Standard
64-bit for Arm for
Tenant 20230411
base 2.0.2303.1 (40
GiB) (bf7488b4-
d9b3-4314-b2a9-
e39094f573d2)

Supp
orte
d
(JDK
11.0.
17
by
defa
ult)

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

CentOS CentOS 7.6 64-bit
with Arm

Supp
orte
d

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

CentOS CentOS 7.5 64-bit
with Arm (40 GiB)

Supp
orte
d

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

CentOS CentOS 7.4 64-bit
with Arm (40 GiB)

Supp
orte
d

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

CentOS Kylin Linux Advanced
Server (Kunpeng) V10
(40 GiB)

Supp
orte
d

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

Ubuntu Ubuntu 18.04 64-bit
with Arm (40 GiB)

Supp
orte
d
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Agent
Type

CPU
Arch
itect
ure

vCP
Us

Mem
ory

Flavor OS System Version Resu
lt

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

EulerOS EulerOS 2.9 64-bit
with Arm for Tenant
20230419 base 2.9.14

Supp
orte
d

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

EulerOS EulerOS 2.8 64-bit
with Arm for Tenant
20210309 (40 GiB)

Supp
orte
d

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

EulerOS EulerOS 2.10 64-bit
with Arm for Tenant
20230404 base 2.10.7

Supp
orte
d

Huaw
ei-
develo
ped

Kun
peng

2 4 kc1.lar
ge.2

Fedora Fedora 29 64-bit with
Arm (40 GiB)

Supp
orte
d
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11 Billing

Billing

Currently, APM has two editions: basic and enterprise. After you switch from the
basic edition to the enterprise edition, pay-per-use billing will apply. If you have
purchased a preferential package, Agents you use will first be deducted from the
package. Any excess Agents will be billed on a pay-per-use basis. For more
information, see Table 11-1.

NO TE

● Agents will be billed based on one hour, rounded up to the nearest one hour.

● The billing unit is one enterprise-edition Agent.

● You will be billed based on this unit during pay-per-use or package billing.

Table 11-1 Billing rules

Re
gio
n

Edi
tio
n

Billi
ng
Mod
e

Prefer
ential
Packa
ge

Specifications Price Unit
Price

Val
idit
y
Per
iod

AP-
Sin
gap
ore
LA-
Sao
Pau
lo1

Ent
erp
rise

Prefe
renti
al
pack
age

Basic
packa
ge

150 Agents per day
(including resources for
150 Agents in one day or
for 5 Agents in 30 days)

$140
USD

$0.93
USD/
Agent/d
ay

1
yea
r

Mediu
m
packa
ge

1200 Agents per day
(including resources for
1200 Agents in one day
or for 40 Agents in 30
days)

$840
USD

$0.70
USD/
Agent/d
ay

1
yea
r

Advan
ced
packa
ge

9600 Agents per day
(including resources for
9600 Agents in one day
or for 320 Agents in 30
days)

$5040
USD

$0.53
USD/
Agent/d
ay

1
yea
r
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Re
gio
n

Edi
tio
n

Billi
ng
Mod
e

Prefer
ential
Packa
ge

Specifications Price Unit
Price

Val
idit
y
Per
iod

Golde
n
packa
ge

36,500 Agents per day
(including resources for
100 Agents in 365 days)

$13,3
68
USD

$0.37
USD/
Agent/d
ay

1
yea
r

Platin
um
packa
ge

109,500 Agents per day
(including resources for
300 Agents in 365 days)

$34,8
00
USD

$0.32
USD/
Agent/d
ay

1
yea
r

Top
packa
ge

182,500 Agents per day
(including resources for
500 Agents in 365 days)

$47,7
42
USD

$0.26
USD/
Agent/d
ay

1
yea
r

Pay-
per-
use

- - - $0.96
USD/
Agent/d
ay
(equival
ent to
$0.04
USD/
Agent/
hour)

-

- Fre
e

Free of charge. Up to 10 Agents can be connected. Reactivate them
every 15 days.

 

Renewal Details
Preferential packages need to be prepaid. When your package expires or is about
to expire, renew it in time. If you do not renew it in time, APM functions may be
affected.

Table 11-2 Renewal details

- Sufficient Balance Insufficient Balance
or Account in
Arrears

Retention Period

APM
status

You can use APM
normally.

Your account is frozen. APM does not collect
or display new application data, but still
displays the data collected before your
account is frozen.
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- Sufficient Balance Insufficient Balance
or Account in
Arrears

Retention Period

Renewa
l details

If you renew your
preferential package
in time, you can use
APM normally.

If you top up your account, APM automatically
unfreezes your account and you will be billed
on a pay-per-use basis. If you need a
preferential package, renew your existing
package or purchase a new one. Otherwise,
you will be billed on a pay-per-use basis. For
details, see Manually Renewing a Resource.

If you do not renew
your preferential
package, APM
automatically
switches to the pay-
per-use billing mode.

If you do not top up your account and the
retention period expires, APM releases all your
resources and you will not be billed in this
period.
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12 JavaAgent Updates

Table 12-1 JavaAgent updates

Version Description

2.4.4 1. Supported Spring Cloud Gateway (2.1.0-3.1.0).

2.4.3 1. Fixed the problem that the number of exceptions is not
reset.
2. Fixed the problem that logs are too large.
3. Added basic Redisson information.

2.4.2 Allowed users to disable Transform in function scenarios.

2.4.2-JDK17 Intended for JDK17 only.

2.4.2 Allowed the Agent to be disabled during FunctionGraph
startup.

2.4.1 1. Supported dynamic settings for the metric collection
threshold.
2. Displayed Exceptions in the URL summary. It is the number
of exceptions marked in URL logs.
3. Supported data transmission through a proxy.

2.3.19 1. Printed trace IDs in logs.
2. Provided more thread details.

2.3.17 1. Read an AK/SK from environment variables.
2. Added SQL IDs to traces.
3. Added the latest trace for SQL.
4. Added cluster-based analysis for URLs.

2.3.16 1. Supported registration with a specified protocol.
2. Compatible with the IBM SDK that does not return the
thread memory.
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Version Description

2.3.15 1. Added support for Dubbo 2.8.x.
2. Supported JDK HTTP subclasses.

2.3.13 1. Supported multi-key BizCode for CSE Provider.
2. Supported the Hikari plug-in.

2.3.12 1. Continued to collect keys even though the number of
HashMap keys exceeds the threshold.
2. Supported automatic URL normalization. After this function
is enabled in the backend, URLs are normalized based on the
original format.
3. Supported the collection of rows read and updated for the
Oracle plug-in.
4. Supported the display of BizCode for CSE Provider.
5. (CSE Provider) Marked the trace in red when status code
400 is returned.

2.3.5 1. Supported configuration of an access address in the startup
script.

2.3.2 1. Supported Jetty-client.
2. Canceled the support for
com.huawei.bsp.commonlib.roa.restclient.
3. Supported collection of Apdex values for the URL collector.

2.3.1 1. Supported SK decryption on CCE.
2. Supported key and value interception for the Jedis collector.
3. Supported Cassandra3.

2.2.15 1. Supported custom SK decryption.
2. Supported configuration of a master address in the startup
script.
3. Supported collection of response bodies for the
apacheHttpclient collector.

2.2.13 1. Returned original bytecodes when NamedTransformer is
used to load interface classes.
2. Solved the problem that MariaDB 3.0.4 SQL data cannot be
collected.
3. Supported the Oracle plug-in.

2.2.10 1. Supported the gauss-zenith database.
2. Supported com.huawei.bsp.commonlib.roa.restclient.

2.2.9 1. Supported jetcd 5.x–6.x.
2. Supported collection of Netty direct memory.
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Table 12-2 Latest JavaAgent versions on CCE and ServiceStage

Version Actual Version

latest-x86_64 2.4.3; supporting x86 architecture

latest-aarch64 2.4.3; supporting the Arm architecture

latest-noroot-
x86_64

2.4.3; supporting the x86 architecture and allowing non-root
users to run containers

latest-noroot-
aarch64

2.4.3; supporting the Arm architecture and allowing non-root
users to run containers

latest 2.1.7; compatible with x86 and Arm architectures
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